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ABSTRACT

Personal experience indicates that many accounting students do not understand Excel suffi-
ciently well to master spreadsheet controls required for Sarbanes-Oxley (SOX) compliance or
International Financial Reporting Standards (IFRS) adoption. Students are typically exposed to
Excel at various levels of intensity in high school and college, but the exposure is inadequate in
the breadth and depth necessary for compliance within the regulatory requirements and profes-
sional accounting standards. Some authors are forecasting extensive use of spreadsheets or
manual processes to reconcile dual reporting of traditional U.S. Generally Accepted Accounting
Principles (GAAP) to International Financial Reporting Standards (IFRS) (Difazio and Gannon
2010; Steele 2010). Moreover, error rates of over 90% have been documented in accounting
applications using Excel before SOX compliance (Panko 2008). Given this environment, we
argue that an Accounting Information Systems (AIS) curriculum can be enhanced by first teach-
ing the functional competency in Excel to students and then integrating such Excel knowledge
within the typical AIS coursework that includes The Committee of Sponsoring Organizations
(COSO) standards, SOX, Control Objectives for Information and related Technology (COBIT),
computer assisted audit tools (CAATS), and eXtensible Markup Language (XML). Our adop-
tion of this approach resulted in increased student competency, better teaching evaluations, and
more desirable accounting graduates.
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INTRODUCTION

An interview by the authors with one of the largest corporate tax departments in the country
(over 55 full-time tax professionals at corporate headquarters) discovered that almost all finan-
cial statements used for tax compliance were prepared in Excel. This tax department describes
themselves as the largest corporate tax department west of General Electric headquarters. Data
was regularly moved from Enterprise Resource Planning (ERP) systems and database applica-
tions into Excel spreadsheets. Anecdotal evidence suggests this volume of data and transaction
analysis appears to be more of the norm than an exception. Accounting spreadsheet applications
have evolved into high volume data repositories using complex formulas while the evidence
suggests that error rates have not improved (Panko 2008) during a time when regulatory de-
mands on the accounting profession have increased.

Few accounting professionals would disagree that Excel is the default software for financial
analysis and journal entry preparation in the United States and perhaps the world. Although no
quantitative research is available to substantiate the usage of Excel, Microsoft’s extensive
changes to Microsoft Office 2007, including the expansion of capacity to over one million rows
in Excel 2007, was in response to their evaluation of market demand and evidences corporate
reliance on Excel for data analysis.

Research (KPMG 2007) identifies that Excel is used almost twice as often as its nearest
competitor for computer assisted audit tools (CAATSs), Audit Command Language (ACL), and
nearly three times as often as other alternatives, e.g. Microsoft Access and Interactive Data Ex-
traction and Analyses (IDEA). If the goal is to deliver curriculum that conforms to professional
accounting practice, we believe an Excel curriculum embedded within an AIS course, as de-
signed and implemented by the authors, provides value to both accounting graduates and em-
ployers.

In addition to widespread usage of Excel, research by Panko (2008) has documented high
error rates (over 90% in some cases) in Excel accounting applications in large accounting prac-
tices, with little evidence of improvement over the last decade. In particular, Panko (2008)
documents the following among the larger audit samples of spreadsheets:

e Coopers and Lybrand found an error rate of 91% of all spreadsheets that contained
more than 150 rows in 1997.

e KPMG found an error rate of 91% in 1998.

o Lawrence and Lee found an error rate of 100% in 2004.

« Powell, Lawson, and Baker found an error rate of 64% in 2007.

Despite most investigations not documenting the type of errors detected, Powell, Lawson,
and Baker noted that among the ten spreadsheets with non-zero impacts for which error size
was reported, all ten spreadsheets had errors that exceeded $100,000, six spreadsheets had er-
rors exceeding $10 million, and one spreadsheet had an error exceeding $100 million.

Though no quantitative research is available to identify the scope and nature of failed con-
trols in spreadsheets used for financial reporting in public companies, the Securities and Ex-
change Commission (SEC) filings frequently describe substantive changes in those same or-
ganizations in connection with failed software application controls. Thus, the career implica-
tions are very real for companies and accountants producing spreadsheets without appropriate
controls to reduce errors and meet compliance standards.
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Given the prevalence and usage of Excel by organizations of all sizes, we developed and
adopted an AIS curriculum that initiates the topic by teaching a functional competency of Excel
to students. However, a detailed understanding of Excel alone is not sufficient for preparing ac-
counting students for the work environment that awaits them. Thus, after functional compe-
tency is established, we then use the Excel platform to detail an appropriate internal control im-
plementation that conforms to the requirements of COSO, COBIT, and SOX. Furthermore, the
curriculum introduces students to audit add-ins for Excel and requires them to utilize such tools
to understand and evaluate application controls that are designed to meet the requirements of
SOX compliance. The application of this curriculum resulted in increasing students’ self-
efficacy and their marketability to potential employers, as the majority of students became certi-
fied in Excel in addition to completing the AIS course. Additionally, the redesign of the AIS
course to focus on Excel competency, which is detailed below, resulted in significantly better
teaching evaluations.

This paper includes several elements and discussions. The first section is a discussion of the
course objectives and how to establish functional competency of Excel in our students. Next is
a detailed account of how the AIS coursework moves beyond general Excel functions and an
overview of the accounting applications covered in conjunction with Excel. The third section
includes the authoritative accounting standards that are used to support the presented curricu-
lum. The conclusion then discusses the benefits and limitations of this curriculum.

EXCEL CURRICULUM
AND PROFESSIONAL ACCOUNTING STANDARDS

The Committee of Sponsoring Organizations (COSQO) of the Treadway Commission recom-
mended the Enterprise Risk Management — Integrated Framework (ERM) to manage and re-
duce risks, to be applicable to all industries, and to encompass all types of risk including
spreadsheet risk (COSO 2010). COBIT 4.1 is a set of best practices that comply with SOX and
applies to the design, development, and maintenance of software applications including enter-
prise spreadsheets. The standards described by COSO and COBIT serve as examples for other
applications in the enterprise and directly apply to Excel spreadsheets. Without applying these
standards, an Excel curriculum for this course becomes a curriculum useful for all disciplines,
including marketing, human resources, operations, and other applications in the enterprise.

Among the requirements for IFRS implementation, there are frequent mandates for more
detailed disclosures, with the requirements of finer granularity in the data, and increased de-
mands on the retrieval and reconciliation of older financial data (Steele 2010). More impor-
tantly, IFRS implementation increases the need for application controls to ensure that the secu-
rity, authentication, and access control mechanisms remain sufficiently robust to meet regula-
tory requirements. Experience indicates that information technology costs are generally over 50
percent of the costs of IFRS conversion and will affect all industries (Fisher 2010). With Euro-
pean conversions, IFRS information systems implications were often underestimated with the
outcome of reliance on manual changes and spreadsheets, which led to errors, costly rework,
and other unintended consequences (Difazio and Gannon 2010). It is likely that spreadsheets
will become a tool during the course of implementation and may be overused, e.g. hundreds of
thousands of rows of data in one spreadsheet, to respond to IFRS reconciliation and implemen-
tation requirements.
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COURSE OBJECTIVES

Accounting graduates from this large four-year accounting program enter the Big Four as
well as several mid-sized and regional accounting practices. In the recent past, alumni and ac-
counting firms have complained to the accounting department about accounting graduates not
being prepared in two specific areas. One of the two specific areas was the inability of account-
ants to effectively implement, manage, and maintain Excel spreadsheets to a professional ac-
counting standard. A second complaint was the lack professional writing skills by some gradu-
ates and is beyond the scope of this paper and the Excel curriculum. As part of an ongoing ef-
fort to improve the accounting program this Excel curriculum was adopted in 2007 and has
since evolved to its current status as described in this paper.

In the course of designing the content for this Excel curriculum, several objectives were
identified:

1. Functional competency in Excel 2007 including intermediate and advanced topics

2. An introduction to risk assessment and controls for Excel applications

3. Anintroduction to audit applications using an Excel add-in, ActiveData

4. An introduction to XML and how Microsoft Office 2007 has integrated XML compati-

bility.

SCOPE AND NATURE OF THIS EXCEL CURRICULUM

Excel 2007 Skills

The first segment of the curriculum, Excel skills, uses the text, Microsoft Excel 2007, Exam
77-602, (ISBN: 13 978-0-47006949-3) published by John Wiley & Sons (2008). This text sup-
ports a broad audience that may include learners in marketing, operations, finance, accounting,
and other disciplines. This John Wiley text has a dual purpose in that it also prepares the stu-
dents for Microsoft Certification for Excel 2007, if they chose to pursue that credential. (A new
text will be released by Wiley in 2011 to provide equivalent content for Excel 2010.)

The complete title for this particular Microsoft certification is Microsoft Certified Applica-
tion Specialist: Using Microsoft Office Excel 2007 (Microsoft Learning 2008). This certifica-
tion uses an exam entitled Microsoft Excel 2007, Exam 77-602. Extensive support is available
for this text including high quality PowerPoint slides, Excel exercises with solutions, and test
bank questions in several formats. PowerPoint slides and other material used in the class is
posted online and available for student access. The John Wiley text is also supported by Wiley-
Plus (2009), which offers online exercises to prepare for the Microsoft Certification exam. The
online offerings include videos of more complex Excel offerings, e.g. pivot tables, and are par-
ticularly useful for students who have low familiarities with Excel.

It is not unusual to find three to five students in a class of thirty-five students who have al-
most no experience in Excel. On the other end of the spectrum, three to five students will either
be “power users” or perceive themselves to be “power users.” The challenges from a teaching
perspective are not to overwhelm those students with almost no experience and to keep ad-
vanced students engaged while elementary material is covered in class.
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The eleven chapters in Microsoft Excel 2007, Exam 77-602 (2008) are organized into
“labs”. Each lab can be completed in one class sitting, ranging in time from one hour to one-and
-a-half hours. The labs and their respective topics and chapters are:

Lab 1: 1.5 hours
Chapter 1: Excel Essentials
Chapter 2: Creating and Editing a Workbook
Chapter 3: Formatting Cells and Ranges

Lab 2: 1.5 hours
Chapter 4. Worksheet Formatting
Chapter 5: Managing Worksheets
Chapter 6: Working with Data

Lab 3: 1.5 hours
Chapter 7: Using Basic Formulas and Functions
Chapter 8: Using More Advanced Functions

Lab 4: 1.5 hours
Chapter 8: Using More Advanced Functions
Chapter 9: Creating Charts from Your Data

Lab 5: 1.5 hours
Chapter 10: Adding Pictures and Shapes to a Worksheet
Chapter 11: Securing and Sharing Documents

The steps for each chapter include "hear, see, do, and feedback™ involvement by the students:

1. A walk through in the classroom of Excel functionality

2. A completion of one or two Excel exercises at the end each chapter

3. An in-class review of 20 to 40 test questions on each chapter

The in-class review of 20 to 40 test questions for each chapter accomplishes several objec-

tives including (1) immediate feedback on what the students learned, (2) preparation for two in-
class quizzes worth 50 points each, and (3) preparation for the Microsoft Certification test. The
two in-class quizzes include fill in the blank questions and worksheet exercises (see Exhibit 1).
The two in-class quizzes have up to forty questions and include four to five exercises designed
to press the students for time in a 1.5 hour lab. Approximately 50% of the students are able to
complete the quizzes within the 1.5 hour lab. Students have complete on-line access to all mate-
rial through Microsoft, their Wiley text, and the help function on Excel.

The first four chapters are covered in two labs as this material can be covered rapidly by
intermediate and “power users.” Working with Data, Using Basic Formulas and Functions, Us-
ing More Advanced Functions, and Securing and Sharing Documents are particularly relevant
to accounting majors and require more class time.

Integrating Exercises from the Journal of Accountancy

In addition to the John Wiley text, exercises from the Journal of Accountancy (AICPA
2010) are integrated to customize the course content to accounting. Exercises from the Journal
of Accountancy shift the course emphasis to accounting from the broader audiences of market-
ing, operations, finance, or another audience addressed by the Wiley text. Each Journal of Ac-
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countancy article presents an accounting-related issue and a mechanism or control within Excel
that either mitigates risk or enhances productivity. Many of these articles are supported at the
Journal of Accountancy website with Excel spreadsheets that can be downloaded. That is, each
article provides examples of how to use Excel to strengthen controls and increase productivity
and provides detailed instructions that can be rehearsed by students in the lab. A detailed list of
the Journal of Accountancy articles that are used to strengthen controls is presented in Table 1,
and Table 2 provides the list of articles that address mechanisms to increase productivity.
The exercises from the Journal of Accountancy that have real world accounting applications

that can impact productivity and controls for the professional accountant include the following:

e Using Vlookup tables for bank reconciliations

« Using Cell Names for calculations in arrays and other applications

o Breaking large Excel formulas into smaller formulas for assurance of outcomes

e Suppressing a cell display whose formula calculates a zero

e Using data validation tools in Excel for data entry

e Importing delimited files into Excel

o Finding comments and other attributes in an Excel spreadsheet

EXHIBIT 1. Sample Excel Quiz with Answers

In a digitally signed document, what icon appears in the status bar? SIGNATURE

By default, how many days are changes kept in a workbook’s change history? 30

If you wanted to find the average yearly pay of all employees who worked in a company’s Personnel department and
were over 50 years old, which function would probably be the most useful?
AVERAGEIF
SUMIF
SUMIFS
AVERAGEIFS

One way of using the Convert Text to Columns Wizard is to separate data according to a specific such
as a comma or a space. DELIMITER

When you confirm a password to prevent unauthorized viewing of a workbook, you are reminded that passwords are

. CASE SENSITIVE
To view comments in a cell, you can right-click on the cell and choose from the shortcut menu.
SHOW COMMENTS

To what will the following evaluate if the value of B12 is 102? NOT(B12>102) TRUE

When a is used in a formula, it is called a wildcard character because Excel considers it a match to any
single character. 2

A(n) function returns a value of TRUE only if all of the stated criteria are true. AND

When working in a network environment, you can click Share Workbook in the group to see a list of
other users who have the same workbook open. CHANGES

A password can be assigned to individual worksheets or to an entire in Excel. WORKBOOK

You can temporarily isolate specific data in a worksheet by applying a(n) to the sheet. FILTER

The Data dialog box lets you specify a minimum value that can be keyed into a cell. VALIDATION

A duplicate value occurs when all of the values in two different are identical. ROWS

To change the name of a named range, go to the Name dialog box, select the range, and change its
name in the Edit Name dialog box. MANAGER

A function’s arguments are placed in . PARENTHESES

What is the value of the following formula? =20+46/2*3/4*44.34778-43 43.249205
Write a formula that uses absolute cell references to divide the value in cell M14 by the value in cell M28.
=SM$14/5MS$28
What function would be most useful if you had a worksheet containing a list of math students with columns for each
student’s name and grade and you wanted to determine how many students were getting As?
COUNTIF
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TABLE 1. Selected articles on the Topic of Controls

Title Author Date
Break Excel Formulas into Bite-size Sections Stanley Zarowin March 2006
Create a Hidden Footnote in Excel Stanley Zarowin October 2004
Find Comments in a Spreadsheet Stanley Zarowin October 2004
How Safe are Password-Protected Data? Stanley Zarowin February 2007
How to Suppress Cells That Calculate Zero June 2003

In Excel, Cell Names Spell Speed, Safety Philip L. Bewig November 2003
Keeping Secrets Theo Callahan July 2007
Let Excel Instruct Users How to Enter Data Stanley Zarowin July 2008
Limit The Data Excel Will Accept Stanley Zarowin November 2004
Simple Way to Hide Excel Data Jeff Lenning April 2008

Source: The Journal of Accountancy, various dates

A third quiz (see Exhibit 2) worth 40 to 50 points requires the completion of 10 to 12 Excel
spreadsheet exercises that include both advanced Excel applications and Journal of Accoun-
tancy exercises that require students to apply the articles described in Table 1 and Table 2.
Similar to the first and second quizzes, the third quiz is designed to limit available time. And
similar to the first and second quizzes, students have full access to on-line resources to simulate
a work environment. Before the students are given the third quiz, the instructor should walk
through all advanced Excel exercises and the Journal of Accountancy exercises to be included
in the third quiz. The worksheets are prepared in advance with specific directions included on
the worksheet themselves. The quiz uses worksheets that have been assigned from previous ma-
terial from the Wiley text or from exercises covered in the Journal of Accountancy. When the
class period starts, the students download the workbook from the class server, enter a password,
and begin the quiz. At the end of the quiz, students submit the completed workbook to an email
address or a website that enables uploads to a drop box. Students who have not been keeping
pace with the curriculum will typically do very poorly on this quiz.

AIS Educator Journal —Volume 5 (2010) Page 31 Excel Competency for the Professional Accountant

$S900E 981) BIA §1-90-GZ0Z 1& /woo Alojoeignd-pold-swiid-yewssiem-1pd-awiid//:sdiy woll papeojumoc]



TABLE 2. Selected articles on topic of Productivity

Title Author Date
A Do-it-yourself Automated Invoicing System Jacob M. Rose April 2004
Accelerate Editing of Complex Formulas in Excel Stanley Zarowin June 2008
Add Even More Muscle to What-If Analyses Team Sce- James A. Weisel March 2005
nario Manager with Scenario PivotTable for a More Pow-
erful Tool
Add Muscle to Excel Jeff Lenning August 2007
Click...and the Database Loads Into Excel Lois S. Mahoney and September 2006
Jucith K. Welch
Dial a Forecast, A Speedy Way to Examine Multiple Busi- James A. Weisel December 2006
ness Scenarios
Flexing Your Super Financial Sleuth Power Here’s How to | Mark Lehman, Marcia June 2007
Pump up the Detective Power of Benford’s Law Weidenmier Watson
and Time Jones
Generate Duplicate Changes in Multiple Excel Worksheets Stanley Zarowin December 2008
High Tech for the Small Office Randolph P. Johnston December 2005
Make Excel a Little Smarter Lois A. Mahoney and July 2003
Charles Kelliher
Make Excel an Instant Know-it-all PivotTables reorganize Roberta Ann Jones March 2004
data to produce many custom answers
Move (or Copy) A Batch of Excel Worksheets Stanley Zarowin November 2004
Need to Create an Assortment of Financial Scenarios? It’s Stanley Zarowin January 2009
a Snap With Excel
Prepare Data for Excel, Make Information Spreadsheet- John DeCristofaro May 2005
readable
Quick Way to Arrange Multiple Windows on Your Screen Stanley Zarowin September 2008
Reverse the Order of a Long List in Excel Stanley Zarowin December 2008
Turn Excel into a Financial Sleuth Anna M. Rose and August 2003

Jacob M. Rose

Source: The Journal of Accountancy, various dates
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EXHIBIT 2: Quiz #3

1. Sales worksheet: Please complete the sales analysis as specified in the directions using Excel functions
2. Count worksheet: Please provide the answers using Excel functions as specified in the directions
3. Lookup worksheet: Please provide answers to the questions using the Vlookup function

4. Pivot worksheet: Please create this Pivot Table report (below) on a new worksheet from the data provided

SR [Comy

A B e D = F G H 1 ] K o
il Customer g Product s Qtr 1 Qtr 2 Qtr 3 Qtr 4
5 Lakkalik&ori $270
6 Réssle Sauerkraut $513
7 Spegesild $18
8 Vegie-spread $878
9 ALFKI Total $815  $1,208
10
11~ ANATR
12 Camembert Pierrot $340
13 Mascarpone Fabioli $320
ik Singaporean Hokkien Fried Mee $70
15 Tofu $70
16 ANATR Total $480 $320
17
18 - ANTON
19 Alice Mutton $702
20 Boston Crab Meat $166
21 Chocolade $163
22 Geitost $92
23 Gumbar Gummibarchen $796
24 Ipoh Coffee $587
25 Louisiana Hot Spiced Okra $68
26 Perth Pasties $820

27 Queso Cabrales $945

w | Costomers ” Top 3 Froeiets.- Tup i Gtorer, - Tap # Castomers ‘Ghure - Chare mmctons %3 SR A o

5. Transpose worksheet: Please transpose the table on Row 30 to Row 320

Payment worksheet: Please implement the payment calculations as specified in the directions using Excel

functions

Suppress worksheet: Please suppress the zeros when the calculation produces a “zero”

Names worksheet: Please use Cell Names to calculate the totals specified in the directions

Duplicates spreadsheet: Please eliminate duplicates in the table

Valid worksheet: Please implement the Data Validation tool as specified in the directions

References worksheet: Please implement the calculations using Relative and Absolute references as specified

in the directions

12. Depreciation worksheet: Please present the Depreciation schedules using the parameters as specified in the
directions

o

R 2 © o~
RB X!

Microsoft Certification

Extra credit is available to students as an incentive to successfully complete the Microsoft
Certification test. As an added incentive, the students are partially reimbursed ($50) for their
expenses incurred in connection with Microsoft Excel Certification. The total cost for each Mi-
crosoft Certification test is $75, which includes one test retake. A lower price of $65 is avail-
able without a retake. In the spring semester of 2010, with 57 students in AlS in two separate
sections, 50 (or 88%) students passed Microsoft Excel Certification, and 12 (or 21%) students
passed Microsoft Access Certification. Additional reimbursement with similar terms was made
for students who wished to take the Microsoft Access Certification test. Since the Excel Certifi-
cation was supported by practitioners and the accounting department, the instructor of the
course utilized demanding quizzes and tests that typically yielded lower scores. As such, the
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Excel Certification incentive provided a sometimes necessary mechanism for students to
achieve an acceptable grade.

The most challenging aspect of the Microsoft Certification exam is the rapid pace, which
challenges those students who perceive themselves as “power users”. The certification test re-
quires the completion of 18 exercises in approximately 50 minutes. Most students are not pre-
pared for the pace of the exam, as approximately only half the students pass on the first attempt.
Assuming the certification test considers the speed of Excel execution as a desirable attribute,
the takeaway message for the students is that the pace of Excel execution in career situations
must be substantially faster than what is typically expected in the classroom.

Risk Assessment and Controls for SOX and Other Regulatory Reporting Environments
In addition to the assignment of the Journal of Accountancy articles, the course emphasizes
the accounting aspects and implications of Excel through a case assignment on controls. The
case study on controls uses:
« a whitepaper, “The Use of Spreadsheets: Considerations for Section 404 of the Sar-
banes-Oxley Act” (PwC 2004);
e a second whitepaper, “Spreadsheet Compliance in the 2007 Microsoft Office Sys-
tem,” Microsoft Office (2009);
e apaperback text, Spreadsheet Check and Control by Patrick R. O'Beirne (2005).

The PwC whitepaper has been used by auditing and consulting firms to evaluate SOX con-
trols. It identifies a body of practices that includes both application and general information
technology controls. Microsoft addressed regulatory compliance in Excel 2007 with enhanced
control features and published this whitepaper before the release of Office 2007. Patrick R.
O'Beirne (2005) describes Spreadsheet Check and Control as forty-seven practices to prevent
errors, detect fraud, and save your job. Some of the material overlaps from each of the three
sources, but each source adds its own perspective to accounting controls for Excel spreadsheets.

Integral to an assigned case study, students are required to run an assessment based on an
article from the Journal of Accountancy, "Ferret Out Spreadsheet Errors, Use Excel’s Tools to
Uncover and Correct Formula Problems™ (Simkin 2004). The students are required to (a) com-
plete a risk assessment; (b) identify five to six specific controls within the twelve categories of
controls described in The Use of Spreadsheets: Considerations for Section 404 of the Sarbanes-
Oxley Act (PwC 2004); and (c) identify the top three and bottom three controls that the students
would recommend for this particular case. Those twelve categories of controls that the students
must consider include:

Access Control

Input Control

Security and Integrity of Data
Documentation

Back-up

Archiving

Segregation of Duties

Development Life Cycle

9. Change Control

10. Version Control of the Excel Workbooks
11. Logic Inspection of the Excel Workbooks
12. Overall Analytics in the Excel Workbooks

N~ E
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As part of the case study, a SOX presentation by an audit director from a local or regional
accounting practice is recommended, but not required, to develop this curriculum, as actual
field experience significantly reinforces the authoritative literature and brings the content to life.
For this course, a project director with a national consulting organization, who completed a
SOX compliance evaluation of over 1,200 Excel spreadsheets with Fortune 100 clients during
the SOX compliance testing process, presented his risk assessment and evaluation of SOX con-
trols in the class (see Exhibit 3). The entire group of 1,200 worksheets was being used in the
course of financial reporting for one quarter. The significant comments offered by the project
director include those relating to

o the necessary grouping of 1,200 spreadsheets into low, medium, and high risk to make

the compliance evaluation manageable;

« the misuse of Excel, as spreadsheets were in some cases data repositories for large main-

frame downloads whose data should have been manipulated in mainframe queries;

« inconsistent end user knowledge of Excel, which added an overlay of compliance risk

for the organization;

« inconsistent organizational use of large complex worksheets that were exceedingly diffi-

cult to assess for accurate content and output;

« absence of even basic controls such as passwords;

« an eventual attainment of organizational standards that set up worksheets with input and

output formats;

« the importance of change management controls in Excel applications including formal

sign-off of approved changes.

Perhaps the most significant message from the project director was that very substantive
(and material) financial analyses and journal entries are being formulated on Excel spreadsheets
and that material financial statement errors can be traced to spreadsheets. The comments from
the project director were consistent with the findings of Panko's (2008) research that docu-
mented widespread errors in accounting practices.

The final exam or final Excel quiz includes content that integrates questions on Excel regu-
latory compliance (see Exhibit 4). After completing and submitting Part 1 of the final exam,
students go on-line to access Part 2. Students download a worksheet from a class server, are
administered a password, and receive access to the spreadsheet. The test content can also be
administered as a quiz that is separate from the final exam. Like other Excel quizzes in this
class, all content is available on-line. The Microsoft paper that is the subject of this quiz is also
available on-line. It is unlikely the students will do well on this quiz if they have not reviewed
the paper prior to the final exam or quiz.
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EXHIBIT 3: Presentation on SOX Controls, 2010 (used by permission of the author)

“Real World” Spreadsheet Controls

e Primary rule of thumb regarding
the use of spreadsheets within an
internal control framework that
needs to be compliant with SOX
404:

* Don’t Use Spreadsheets!

“Real World” Spreadsheet Controls
Why not?

 Risk of likely errors is high

« Risk of potential fraud is high

« Difficulty in maintaining control is high

« Difficulty in achieving 404 compliance is high

* Applying and maintaining consistent controls over
spreadsheets and databases is a lot of work (time
and resources)

“Real World” Spreadsheet Controls
Key considerations for controls implementation:

* Volume of spreadsheets in scope

* Complexity of spreadsheets in scope

» General user capabilities/sophistication
* End user computing environment

* Auditor control perspective

* Theory versus the “real world”

“Real World” Spreadsheet Controls

PwC Whitepaper on Spreadsheet Controls
“The Defacto Standard”

Change Control Development Lifecycle

- Version Control - Backups

- Access Control - Archiving

- Input Control - Logic Inspection

- Security/Integrity - Segregation of Duties
Documentation Overall Analytics

“Real World” Spreadsheet Controls

Client: Midwest Financial Services Provider

» $ multi-billion in assets and revenue

* Big 4 external auditor

* Year 1 SOX compliance in 2006

» 87 processes identified as in scope

« Inventory: over 1200 spreadsheets/databases

« Significant number of highly complex spreadsheets used
for valuation of derivatives and other complex portfolio
offerings

“Real World” Spreadsheet Controls

Client Spreadsheet Control Focus:

Scope definition

Documentation requirements
Spreadsheet five (5) base controls
Special/additional controls

— Moderate risk/complexity

— High risk/complexity

.

“Real World” Spreadsheet Controls

Spreadsheet Five (5) Base Controls:

N

. Files are password protected (modify) to prevent
unauthorized changes

. Store spreadsheets in a network folder that is backed
up daily

. Store spreadsheets on limited-access shared drive

. Change requirements are formally requested,
documented, and approved

. Changes are independently tested and the test results
are documented

N

S w

w

“Real World” Spreadsheet Controls

High Risk Spreadsheet Controls:
(In addition to 5 base and moderate controls)

11. Separate and color code input fields and formulas
- Break complex calculations into smaller pieces
12. Require documented management approval to
add/delete/change user access

13. Formal sign-off on testing and results by management

prior to implementation

Note: Similar controls added to Access Databases
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“Real World” Spreadsheet Controls

Moderate Risk Spreadsheet Controls:
(In addition to 5 base controls)

6. Periodically review spreadsheet access

7. Periodically review spreadsheet calculations to ensure
logic is correct

8. Maintain cell protection to prevent formula overrides

9. Maintain & segregate historical files from those currently
inuse

10.Implement & maintain spreadsheet naming conventions
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EXHIBIT 4: Final Exam Questions on Excel Regulatory Compliance

Microsoft Office Excel 2007 can be used to create a robust spreadsheet model that meets compliance
challenges and enhances productivity. The following capabilities described in “Spreadsheet Compli-
ance in the 2007 Microsoft Office System,” can help an organization deploy spreadsheet models that
make it easier to become, and stay, compliant.
1. Cell Styles
2. Lock important cells
3. Using Excel Tables to reduce errors
4. Defined Names

Formula auditing tools

What is missing from the Final Exam spreadsheet? Please identify the missing parts, needed changes,
OR whether the Final Exam spreadsheet conforms to the Microsoft recommendations for robust spread-
sheet models.

1. Cell Styles (2 points) Please CIRCLE either YES or NO and provide an answer
YES, it conforms and here is why....
NO, it does not conform and here is why...

2. Lock important cells (2 points) Please CIRCLE either YES or NO and provide an answer
YES, it conforms and here is why....
NO, it does not conform and here is why...

3. Using Excel Tables to reduce errors (2 points) Please CIRCLE either YES or NO and provide an
answer

YES, it conforms and here is why....

NO, it does not conform and here is why...

4. Defined Names (2 points) Please CIRCLE either YES or NO and provide an answer
YES, it conforms and here is why....
NO, it does not conform and here is why...

5. Formula auditing tools (2 points) What error did you discover when the formula auditing tools were
used?

YES, the formulas in the sample worksheet require changes and here is why....

NO, they conform to the logic of the spreadsheet and here is why...
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Audit Application Using and Excel Add-In: ActiveData

CAATSs for data extraction and analyses include Microsoft Excel, Microsoft Access, ACL,
and IDEA (KPMG 2007). Types of computer assisted audit tools include word processing,
spreadsheets, database queries, integrated audit software, custom reporting software, and real
time testing programs. Historically, problems with accessing data have been major barriers to
using CAATSs. As software and technology have evolved, several issues have been addressed
including

« technology advancements to reduce technical problems and issues regarding data
access;

« the reduced requirements for specialized technology personnel;

« audit software that can read and analyze most data formats;

e personal computers that can handle large volumes of data and run analyses at very
fast speeds;

o reduced access to data as primarily one of reluctance by management, not a technol-
ogy issue.

Research identified that Excel was used almost twice as often as its nearest competitor,
ACL, and nearly three times as often as other alternatives, e.g. Microsoft Access and IDEA
9KPMG 2007). Excel 2003 has the capacity for 65,536 rows, 256 columns, and easy to use
built-in analytical functions. Substantive improvements have been made during the last several
years for all software tools, including Excel, with the release of Microsoft Office 2007.

Excel 2007 has the capacity for over one million rows and 16,000 columns, along with
many other limit increases; it substantially increases the sizes of worksheets that can be built
compared to earlier versions of Excel (Williams 2006). A single worksheet in Excel 2007 can
contain over 1,000 times as many cells as earlier versions. Excel 2007 introduced a number of
features to handle the capacity increase, such as the ability to use more than one processor at a
time for calculations. This can substantially reduce worksheet calculation time. However, the
most important factor that influences Excel calculation speed is still the way the worksheet is
designed and built.

An Excel add-in, ActiveData, was used to demonstrate the audit capabilities of Excel. The
functionality of ActiveData (a 30 day free copy is available at www.informationactive.dom)
resembles ACL and IDEA including tools to summarize or group data, identify gaps, age data,
perform strata-type analysis and provide descriptive statistics. Similar to ACL and IDEA, Ben-
ford's Law is supported in ActiveData. ActiveData has enhanced worksheet commands to
merge sheets, match sheets, compare sheets, query sheets, split sheets, and sort sheets. An Ac-
tiveData lab uses large accounting files in excess of 10,000 rows to support the audit analysis
and queries. ActiveData provides not only an audit application, but a real sense of data manipu-
lation using larger files which would be more typical of a real world setting.

eXtensible Markup Language (XML), eXtensible Business Reporting Language (XBRL
Since XBRL is an application of XML, students must understand the core concepts of XML
before a meaningful discussion of XBRL can occur. Microsoft Office 2007 has robust support
for XML throughout all its applications, including Excel, Word, Access, and PowerPoint. The
concept of XML tagging is demonstrated in class using paper and pencil with a simple exercise
to create tags for a student resume. The naming flexibility separates XML from Hypertext
Markup Language (HTML) and sets the stage for XBRL. Once the concept of tagging and the
associated rules for XML have been reviewed using paper and pencil, an XML file that contains
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all of the statistics for all major league teams for the 1998 season in professional baseball is im-
ported into Excel. With the import of this XML file into Excel, a table can be created with over
1,200 rows of major league baseball data from the 1998 baseball season that can be easily ma-
nipulated and analyzed. Students are frequently impressed with the portability and small size of
XML files that can be used to store and transfer complex and voluminous data. XML is an easy
concept to test; a final exam question is included on XML requiring students to identify key
concepts associated with tagging for their XML resumes (see Exhibit 5).

The Interactive Disclosure staff at Securities Exchange and Commission (SEC) has com-
pleted an initial evaluation of the eXtensible Business Reporting Language (XBRL) submis-
sions under the Commission's new rules relating to interactive data for financial reporting (SEC
2010). This review was completed after a review of Interactive Data Files from the initial phase
-in group of filers. The overall filings indicate that filers devoted significant efforts to consider
their responsibilities under this program, comply with the new rules, and provide high-quality
submissions. Students should be exposed to the core concepts of XBRL as part of the Account-
ing Information Systems curriculum.

Microsoft Office 2007 including Word, Access, and PowerPoint has robust support for
XML. Microsoft adopted Office Open XML Formats, which according to Microsoft (Rice
2006), improved file and data management, data recovery, and interoperability with line-of-
business systems. Using XML for CAATS is a logical extension, as extremely large files can be
imported and manipulated in a timely and relatively effortless manner By contrast, moving
XML and XBRL into the classroom can be challenging and may take different approaches.

A teaching case such as “A Method of Teaching the Underlying Theory of XBRL: An Ap-
plication of Information Modeling and XML Programming with a Microsoft Excel Implementa-
tion” (Tribunella and Tribunella 2006) walks through an XBRL implementation step- by- step.
The authors opted for a manual and extremely simple step-by-step implementation of XBRL
using Microsoft Notepad, utilizing the teaching case “"Introducing XBRL Using an Instance
Document Shell”" (White 2006). Manual manipulation of XML and XBRL tags used in the
teaching case is not typically used in practice, as the complexity of tags becomes almost over-
whelming with even relatively simple financial statements. While it is important that students
understand the core concepts of XBRL tags, a variety of easily accessible tools are available to
automate the production of XBRL tags.

EXHIBIT 5: Final Exam Question on XML

Final Exam Question: XML (10 points of a 150 point Exam)
I walked through a simple set of XML tags for an example in class before we described a variant of XML, XBRL.
Using that example, please write the XML tags (both opening and closing tags) for a “resume” which is the "root"
tag or the tag following the XML declaration (<?xml version="1.0" ?>)
¢ Include the opening and closing tags for “first name”, “middle initial”, and “last name” within the tag
“applicant” and please populate the tags with your actual first name, middle initial, and last name
e Include the open and closing tags for "SSN" and "StudentID" within the tag "ldentifyinglD" and please
populate the StudentID tags with your SCSU ID number
e Include the opening and closing tags for “address”, “city”, “state”, “zip”, within the tag “MailAddress”.
e Please ignore the opening tag <?xml version="1.0" 7>
A one column table has been created to help you organize the tags.
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Assuming lab time and funds for software licensing are available, one of the most popular
tools for producing XBRL financial statements is an add-in to Excel, Dragon Tag XBRL (Rivet
Software 2009). Students can learn how to produce XBRL tags using a software application that
is an add-in to a familiar application such as Excel. During the XBRL Voluntary Program on
EDGAR at the SEC, as of September 2007, 38% of the filers in the program used Dragon Tag
(Phillips, Bahmanziari, and Colvard 2008). Dragon Tag exceeded the next highest tool by al-
most 40% and will likely be one of the dominant tools used by corporate accountants for SEC
compliance. Dragon Tag leverages Microsoft Office to provide a familiar and friendly applica-
tion to XBRL taxonomies and XBRL documents.

AUTHORITATIVE SOURCES FOR CONCEPTS IN THIS COURSE

Teaching the functional understanding of Excel and the demonstration of Excel to account-
ing related applications, in and of itself, is not an adequate takeaway from an AIS course. As a
result, the authoritative literature on risk assessment, control design and effectiveness, and best
practices must be integrated into the discussion of Excel. Moreover, this authoritative guidance
needs to be presented in conjunction with the students’ reading of Journal of Accountancy arti-
cles, the case study on risk assessment and controls, and demonstration of audit applications.
The authoritative guidance for this class includes SOX, COSO, and COBIT. Below is a brief
description of the authoritative guidance and a stepping stone for integrating such content into
an Excel competency AIS curriculum.

Sarbanes-Oxley and Excel Controls

It is important to note that even straightforward controls, e.g., password controls on spread-
sheets, were not being executed during the course of SOX compliance testing in the past testing
periods. The author’s review of Securities and Exchange Commission (SEC) filings that failed
SOX compliance, i.e., a material control weakness in internal controls, in 2005, 2006, and 2007
noted control failures that were relatively easy to remediate. The disclosures in the SEC filings
could not create a complete and an accurate picture, but the anecdotal evidence suggests that
simple controls were not implemented or were non-existent even when the companies knew that
they had to be SOX compliant. An example of a spreadsheet control deficiency is the 10-K fil-
ing for Federal Home Loan Bank of Des Moines for December 31, 2006.

“The Bank did not have procedures in place to ensure that access to key
spreadsheets was restricted to appropriate personnel and that unauthorized
modification of the data or formulas within the spreadsheets was prevented or
detected. Additionally, the Bank did not maintain effective controls over the
valuation of certain hedge accounting transactions based on the inability of the
information technology system to value the optionality embedded in a portion
of its positions. Specifically, the Bank did not have effective controls in place to
monitor and ensure that spreadsheet formula logic was adequately tested and
analyzed in order to provide accurate and complete spreadsheet calcula-
tion.” (Federal Home Loan Bank of Des Moines, 2007, 154).

A material weakness is a deficiency, or combination of deficiencies, in internal control such
that there is a reasonable possibility that a material misstatement of the annual or interim finan-
cial statements will not be prevented or detected in a timely basis (Ramos 2008). For this cur-
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riculum, the emphasis will be on the risk of an Excel control failure. If a combination of risk
factors is high, then the risk of control failure increases. Correspondingly, if a combination of
risk factors is low, then the risk of control failure decreases.

The stated purpose of SOX is to protect investors by improving the accuracy and reliability
of corporate disclosures made pursuant to the securities laws (Public Law 2002, 107-204). Sec-
tions that directly involve information technology (including Excel) are Sections 302, 404, 409,
and 802. Section 302 requires the officers of the company to make representations related to the
disclosure of internal controls, procedures, and assurance from fraud. Section 404 requires an
annual assessment of the effectiveness of internal controls and is the most significant considera-
tion of an Excel implementation. Section 409 requires disclosures to the public on a rapid and
current basis of material changes to the firm’s financial condition. Section 802 requires authen-
tic and immutable record retention.

Section 404, in conjunction with the related SEC rules and Auditing Standard No. 2 estab-
lished by the Public Company Accounting Oversight Board (PCAOB), requires the manage-
ment of a public company and the company’s independent auditor to issue two new reports at
the end of every fiscal year. Under Section 404, management must also disclose any material
weaknesses in internal control (including an Excel implementation with material weaknesses).
If a material weakness exists involving financial reporting, including statements prepared with
Excel, management may not be able to conclude that the company’s internal control over finan-
cial reporting is effective (Public Law 2002, 107-204).

The Committee of Sponsoring Organizations

COSO creates a framework that divides information technology controls into two types:
(1) general computer controls and (2) application-specific controls. Application controls are
particularly applicable to Excel implementations. Applications controls are designed to:

« control data processing;
e ensure the integrity of transactions, authorization, and validity;
« encompass how different applications interface and exchange data.

The ERM framework, a cornerstone of Section 404 and COSO, requires ongoing feedback
of information from throughout the company, including internal control weaknesses associated
with Excel implementations. This monitoring information must be current and accurate and
must be sufficiently robust to support the analysis of different risk responses (COSO
2009). Financial reporting and the systems that provide the data to financial reporting, including
reporting that originates from Excel implementations, must have the highest levels of integrity
and controls.

Control Objectives for Information Technology 4.1 (COBIT)

COBIT 4.1 (2009) includes 34 IT processes organized into four domains: (1) Plan and Or-
ganize, (2) Acquire and Implement, (3) Deliver and Support, and (4) Monitor and Evaluate.

Within Monitor and Evaluate, the COBIT guidelines contain the maturity model (MM),
process description, information criteria and IT resources, critical success factors, key indica-
tors, and key performance indicators for each process sustaining performance. Consistent with
the categories of general computer controls and application-specific controls as defined by
COSO of the Treadway Commission (COSO 2009), Excel implementations must consider net-
work operations, application development and maintenance, and access controls. Similar to Mi-
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crosoft Excel or other applications in the financial reporting process, application controls rele-
vant to Excel should address input, error correction, and output. In this case, substantial security
risks exist if the security of the operating system, application, and database is inadequately con-
figured. Such misconstructions could allow unauthorized changes or destruction of data.

To complete the risk assessment for an Excel implementation, it is appropriate to ensure
SOX, COSO, and COBIT provide practices for consistent and high quality software (and
spreadsheet) implementations. These practices benchmark the requirements for effective change
management that are necessary for a SOX compliant implementation.

CONCLUSIONS

This paper articulates the need for accounting graduates to be competent in Microsoft Excel
prior to joining the professional workforce in any capacity. Currently, all evidence indicates that
Excel is a primary, if not dominate, application software used by most accounting organiza-
tions. In fact, in many instances, accounting personnel extract data from sophisticated ERP sys-
tems and perform detailed and vital analysis within Excel. Given the prevalence of Excel, the
documentation of widespread errors within Excel spreadsheets is of concern to all accountants.
The more demanding reporting requirements of SOX and IFRS compliance requires account-
ants to not only understand Excel, but also know how to implement appropriate controls that
reduce risk and errors, and comply with authoritative professional standards, e.g. COSO and
COBIT. This landscape, along with the desire to deliver curriculum that conforms to profes-
sional accounting practice, motivated us to design and implement an AIS curriculum that em-
phasizes the importance of Excel.

The primary purpose of this paper is to detail our implementation of an AIS curriculum that
focuses on Excel competency. This curriculum can be used or adapted by all instructors who
are interested in increasing the competency and desirability of their accounting graduates. Our
curriculum commences with implementing a functional competency of Excel in all of our stu-
dents. Students are encouraged to demonstrate this competency and increase their marketability
to future employers by becoming certified in Excel. Following the generic competency in Ex-
cel, the course shifts towards using Excel to teach the core concepts covered in most AIS
courses. This includes the use of Journal of Accountancy articles to emphasize control and pro-
ductivity implementations in Excel, the demonstration of CAAT using Excel, an Excel-based
case study that is used to solidify the requirements of COSO, COBIT, and SOX, and the basics
of XML with a transition to XBRL that uses Microsoft Notepad.

As previously discussed, the objectives of this redesigned AIS course are to increase stu-
dents’ functional competency in Excel, introduce students to risk assessment and controls in
Excel, present the audit applications of Excel, and introduce students to the function and power
of XML/XBRL. The authors believe that all of these objectives are met based on implementing
the course described in this paper. The most concrete evidence of the students’ competency in
Excel is the number_of individuals who become certified in Excel by the end of the semester,
which is an overwhelming majority of the class. The other objectives are more difficult to quan-
titatively assess. From a curriculum perspective, students are exposed to and tested on risk as-
sessment, controls, audit applications, and XML/XBRL. However, this does not provide a clear
determination of whether the objectives are met. Nevertheless, anecdotal evidence from em-
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ployers of the students in this curriculum suggests that the external stakeholders are pleased
with the quality of students and their knowledge content upon graduation.

An unexpected result from this new curriculum was a significant increase in the instructor’s
teaching evaluations. On a measurement scale with 1.0 for a “perfect score” to 5.0 at the bottom
of the range, student assessments for AIS that includes this curriculum have moved from ap-
proximately 2.3 to 2.4 three years ago to approximately 1.7 to 1.8 in the current AIS offering. A
range of 1.7 to 1.8 is consistent with the overall Accounting Department assessment perform-
ance. Any assessment scores greater than 3.0 are considered unacceptable. The authors believe
that this Excel curriculum has directly contributed to assessment scores in the 1.7 to 1.8 range.
In particular, student feedback for Microsoft Excel Certification has been very positive and will
be an ongoing part of the curriculum. Future curriculum may include expanded training for Ac-
cess Microsoft Certification.

The implication of including Excel functional competency in AIS coursework may limit the
time instructors can allocate to other topics in the AIS curriculum. Thus, some topics could be
excluded from the curriculum due to time constraints. If this is a concern, the Excel competency
component can be broken out into a separate course. The lead author of this paper left the insti-
tution where this curriculum was initially developed and now teaches the course described in
this paper at a peer institution. However, the previous institution developed a one-credit Excel
Boot Camp course as an elective to upper-class accounting students following the lead author’s
departure. The accounting department at this institution believed that an in-depth course offer-
ing in Excel appropriately prepared accounting majors following feedback from employers and
students. This course is administered by an information technology teaching professional and
excludes exercises in the Journal of Accountancy and related accounting topics. The goal of this
Excel Boot Camp course is to both enhance Excel skills and to certify students in Excel. With-
out Excel competency as a significant component, the AIS course can devote more time to other
AIS topics.
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