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Abstract

With the advent of legislation dealing with financial responsibility and information assurance, the topic of segregation of duties has
gained additional importance. Recent studies have found that segregation of duties is one of the areas in which companies have
frequently disclosed material internal control weaknesses under reporting requirements of the Sarbanes-Oxley Act of 2002. This is a
case assignment that develops both the theoretical base for segregation of duties and then illustrates how this is accomplished in a
highly integrated computerized enterprise business environment. The authorization system within the SAP R/3 system is used to
illustrate the implementation of segregated duties in one type of ERP system. There are four steps to the case: assessing risks of the
business process, defining positions within the organization to handle a set of defined tasks, developing an authorization matrix for
designated employees, and examining the SAP authorizations system.
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A teaching note is available for use with this case. If you are member of the AIS Educator Association, please go to
http://www.aiseducators.com and follow the links for the AIS Educator Journal. If you are not a member of the Association,
please contact the author directly at the address provided above to obtain these materials. Please provide a means for verifying
your credentials as a faculty member so that we may protect the integrity of the solutions materials.

INTRODUCTION

With the advent of legislation dealing with financial responsibility and information assurance, the topic of segregation of duties
has gained additional importance. Recent studies have found that segregation of duties is one of the areas in which companies have
frequently disclosed material internal control weaknesses under reporting requirements of the Sarbanes-Oxley Act of 2002 (Ge &
McVay 2005).

While segregation of duties has traditionally been an important area of internal controls, the new COBIT guidelines stress this as a
separate detailed control objective (COBIT V4.1 2007). In addition, small business and not-for-profit organizations have also
experienced many problems due to a lack of segregation of duties (Hodges 2002; Lenk & Donnelly 1998). Accounting information
system textbooks spend a good amount of time dealing with this subject (Romney & Steinbart 2006; Gelinas, Sutton & Hunton 2005).

This is a case assignment that develops both the theoretical base for segregation of duties and then illustrates how this is
accomplished in a highly integrated computerized enterprise business environment. The authorization system within the SAP R/3
system is used to illustrate the implementation of segregated duties in one type of ERP system.

We have found that students struggle with applying SOD concepts, especially within a highly integrated computerized
environment such as that found in most large organizations that use ERP systems. During the semesters we have used this assignment,
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we observed that by the end of the course, students have a better understanding of the SOD concepts than students in previous
semesters where the case was not used.

Because this case is presented prior to class discussion of business cycles, it also acts as an introduction to the transactions
common to the expenditure cycle. Specifically, the case deals with buying goods from another company (B to B activity) and the
authorization and access controls that should be in place in order to safeguard the company’s assets and the integrity of the company’s
financial records. There are four steps to the case.

Step 1: The student is asked to assess the risks involved in this business process. Risks should include possible errors, lost
opportunities, fraud, etc. We specifically limit the risk discussion to a narrow band of threats since addressing other threats such as
system and interface point threats makes the problem much more complex. For example, system threats are covered in detail in the
COBIT standard. However, COBIT is well beyond the scope of this assignment and is actually only covered in a very cursory manner
in the entire course. Interface considerations are also complex topics that can only be addressed during and after coverage of the
business cycles.

This assignment involves the purchasing cycle. The company conducts four different types of purchase transactions: inventory,
fixed assets, contract services, and routine goods and services. We chose to use the purchase of routine goods and services for this
activity as it is a simpler process as compared to the other types of purchasing transactions. In addition, many of the risks to this type
of purchase can be addressed by segregation of duties, which is the purpose of this activity. In contrast, purchase of inventory
introduces a level of complexity to the case we feel inappropriate for students at this stage in their first AIS course. The case strives to
focus the student on segregation of duties rather than sorting through the intricacies of inventory management, production scheduling,
and distribution. Purchase of fixed assets and purchase of contracted services also are somewhat less easily understood by
undergraduates as these are generally non-routine transactions.

Step 2: Using the risk analysis as a base, the student is to then define positions within the organization to handle the defined set of
28 tasks within the business process and assign the specific tasks to the individual personnel in such a way that there is adequate
segregation of duties without incurring excess personnel costs. As an alternative to having students define personnel and job
assignments, a substitute Part 2 is offered in the Appendix to this document. The modified assignment gives students information
about employees currently responsible for the 28 tasks within the business process and asks them to analyze any SOD risks and
reassign tasks to minimize the identified risks.

Step 3: The student must then develop an authorization matrix, which specifies the extent of computer access for each of the
employees designated in the previous step. This step transitions the student from a paper-based environment to an integrated
computerized environment that is typically used in business and prepares the student for step 4 of the assignment which illustrates how
an authorization matrix could be used to create a security role in the SAP system.

Step 4: Using the student’s understanding of the authorization matrix developed in step 3, the last part of the assignment involves
examining the SAP authorization system where the student will see how to establish rules that enforce segregated duties. This part of
the assignment uses data from the SAP R/3 IDES (Internet Demo and Evaluation System) to illustrate the security configuration in an
ERP system.
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PURCHASE TO PAYMENT CASE STUDY
Company Background

The Acme Company is a large automotive secondary market manufacturer. The automotive secondary market involves
manufacture of after-market parts for many different brands and models of automobiles. For example, if your car needs a replacement
muffler, starting motor, generator, etc. then you have the choice of buying the part from the original manufacturer (OEM), which is
usually expensive, or from a secondary market manufacturer, usually substantially less expensive.

Acme has manufacturing plants located in Detroit Michigan, Newark New Jersey and Oakland California. It also has distribution
warehouses in seven cities in the U.S., two in Europe, one in China, three in Japan, one in Mexico and two in South America.

Acme has a centralized purchasing system that is located in the headquarters in Detroit. The procedure that is followed to acquire
materials and supplies varies with the type of goods that are being purchased. There are four categories of goods and services that are
acquired. They are:

the goods and services that are used for production of the products that the company produces,

the acquisition of the fixed production assets,

services that involve contract negotiation,

the goods and services that are acquired for the normal support of the general operations of the firm.

Examples of the each of these categories follow. The first category of acquisitions includes the raw materials and subassemblies
used for producing the finished goods. This includes metal castings, various grades of wire, bulk plastics for injection molding, oils
and lubricants and many other similar products. The ordering of this category of goods is initiated by the inventory control personnel.
This ordering activity must be coordinated with the planned production activity and the projected sales and marketing activity.

The second category of acquisitions involves the ordering of heavy production equipment such as serialized machines, turret
lathes, pneumatic presses, and other similar production equipment. The initiation of the ordering of these types of goods is done by
the production engineers. This activity is coordinated with the long-term strategic production plans (included in the capital budgeting
process) and the research and development engineers.

The third category of acquisition involves contracting of services. For example, all maintenance and service contracts for
equipment fall under this category. In addition, contracts for consulting and outsourcing services are also included in this category.
These transactions involve quite a bit of legal contract negotiation and hence Acme has a staff of lawyers that are involved in these
transactions.

The last category of acquisitions includes the office supplies that are used by all support personnel, computer equipment and
supplies, and similar items. This activity is originated by individual employees.

Since the business processes are different for each category, each of the four above categories has a separate area within the
centralized purchasing organization that deals with the acquisition of those goods and services. In this assignment, you are only asked
to examine the business process and controls involved in the fourth acquisition category.

Acquisition Business Process

The company uses the following steps to acquire goods for their employees:

Ordering Goods:

An Acme employee determines that there is a need for goods in order to do their job.

An Acme employee fills out a purchase requisition form for the desired goods.

An Acme employee signs the purchase requisition and submits it to another Acme employee.

An Acme employee approves the purchase requisition.

An Acme employee sends acknowledgement and disposition of the requisition back to the originating employee, (if the
requisition wasn’t approved, the process stops here).

An Acme employee submits the approved purchase requisition form to centralized purchasing and other appropriate people.

An Acme employee records the purchase requisition information.

An Acme employee determines the appropriate product to order.

An Acme employee determines the appropriate vendor to order from and checks to see if the vendor’s master data is in the system
and is correct.
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If the vendor master data is not in the system or is incorrect, then an Acme employee confirms the master data and payment terms
with the vendor and enters the master data into the system.

An Acme employee consolidates purchase requisitions and creates a purchase order.

An Acme employee sends the purchase order to the vendor and other appropriate people.

An Acme employee receives an order acknowledgement from the vendor.

An Acme employee records the purchase order information.

Receiving and Storing Goods:
The vendor ships the goods with a packing slip to the destination on the purchase order and an Acme employee receives the goods
at the receiving dock at our location.
An Acme employee counts the goods in the shipment.
An Acme employee removes the packing slip from the box and sends it to the appropriate people.
An Acme employee fills out a receiving report that has details on the time of the arrival and the items received.
An Acme employee records the packing slip information.
An Acme employee records the receiving report information.
An Acme employee passes the goods on to the designated recipients.
An Acme employee who requested the goods receives the desired goods.

Paying for Goods:
The vendor sends the invoice and remittance advice for payment and an Acme employee receives the invoice and remittance
advice.
An Acme employee compares all of the documents for the order (that is, a voucher package is compiled).
An Acme employee approves payment of the invoice.
An Acme employee creates the payment check.
An Acme employee sends the payment check and remittance advice to the vendor.

Verification:
Periodically an Acme employee verifies all of the documentation to be sure that the transaction has been handled correctly.

Security and Information Assurance

Acme is very concerned about security and information assurance. With the recent passage of the Sarbanes-Oxley law, Acme
now realizes that solid financial accounting controls are extremely important for the corporation. Originally Acme had an open
security model in which the computer system users were only restricted from doing specific functions if it was obvious that an access
authorization presented a security risk or an information assurance risk. For example, the system administrators knew that normal
business users should not be allowed to create new user accounts or to add new tables to the database. Hence, these authorizations
were restricted to system administrators and application developers. However, for most business transactions, it was thought that
restricting access was not necessary. In fact, the philosophy was that the more access an employee had, the more they would learn
about the system and hence the more useful they would be to the company.

Acme realizes that a closed security model must now be adopted. A closed security model grants access to users based on the
business function for which they are responsible; that is, a user is only allowed access to the functions of the system that they need to
do their job. Of course, a closed security model is much more difficult to enforce than the open model. It is necessary to determine
exactly what functions a user should be allowed and restrict the user to only those authorizations. Determining the authorizations is
not as easy as one might think. If we issue too many authorizations to a user, then we risk loss of control over our financial
transactions, which could lead to errors or fraudulent or criminal activity. If we restrict the authorizations too much, then the controls
become disruptive and the users cannot do their jobs. The ideal situation is for the user to have only the needed authorizations and
nothing more. That is one objective of this assignment.

Segregation of Duties

The traditional way of analyzing whether there is adequate segregation of duties in a predominantly manual or non-integrated
accounting system is to classify duties as to their responsibility with respect to the following four duties (sometimes textbooks only
discuss the segregation of the first three duties). Execution of the transaction is assumed to occur within any of the first three duties:

Authorization of the transaction
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Recording of the transaction

Custody of assets involved in the transaction

Auditing or reconciliation of the various aspects of the transaction (Reconciliation of accounts is the duty sometimes unaddressed

by textbook authors discussing SOD. However, many others recognize the importance of segregation of the reconciliation
function from the other three. Additionally, in our experience, all but the smallest of businesses commonly segregate the
reconciliation duties from authorizing, recording, and custody duties. The additional segregation of duties obviously provides
for stronger internal control.)

In theory, separate individuals should be granted each of these responsibilities. If this is the case, this introduces a series of
checks and balances that help to assure the proper handling of the transaction. Of course, employee collusion could circumvent these
segregation of duties controls.

In a computerized environment, some of these four responsibilities are done by the computer. With highly integrated computer
systems, routine transactions may have all of the functions completed within the computerized system with little human intervention.
Hence in an integrated computer environment, it is necessary to introduce additional concepts with respect to segregated duties. This
involves enforcing access restrictions within the computer system. By not allowing access to specific data in the transaction, the
system restricts an individual from involvement in various parts of the transaction. This enforces segregation of duties within the
computer system.

Determined by the way the application system is designed, user access can be limited by preventing the individual from executing
specific functions within the system or by limiting access to the data stored in the system. Well-designed systems enable both
functional restriction and data access restriction.

For most business applications, it is easiest to think that the accounting system generates documents for each step of a transaction.
In SAP, each step of a transaction generates a document and all documents in a transaction scheme are linked together by the unique
document numbers. Access to the documents can be classified in the following manner:

Create authorization — the user can create a new document and store that document on the system

Update authorization — the user can change or edit an existing document — this authorization allows the user to void a document,

but it does not allow a user to create a document or delete a document

Delete authorization — the user can eliminate the document from the system — this is an authorization that should be used

sparingly since it eliminates the audit trail of the transaction

Authorize authorization — the user can signify that the document is authorized and should go on to the next step of the process

Read authorization — the user has access to the document in order to see its contents

By issuing multiple access authorizations, the role of the user in the transaction can be well regulated. For example, a person
responsible for authorizing the payment of a check will be given Read and Authorize rights to the supporting documents, but
definitely none of the other rights. Having Create, Update, or Delete rights would allow this person to commit fraud by falsifying the
documents used to verify proper payment, because they can both authorize and record the transaction. For example, the amount of the
invoice and the payee could be altered with the money going to the person authorizing the payment instead of the entity that should be
receiving the funds.

The first step in doing an analysis of the segregation of duties should involve a detailed assessment of all of the potential risks
involved in the transaction. This means that it is necessary to fully understand the business transaction. While most people think of
criminal activity when they initially think about risk analysis, it is only one aspect of analyzing risk. Studies have found (Gelinas
2005, 235, Romney 2006, 145) that a majority of problems arise from non-fraudulent sources such as errors in processing, lost
transactions, delayed processing, poor record keeping, etc. Doing a comprehensive risk analysis enables the development of strong
internal controls to mediate these risks. Segregation of duties is one of the key internal controls in mediating risks since it reduces the
probability of fraud and also introduces checks and balances into a system, thereby reducing the chance of processing errors.

The Information Systems Audit and Control Association defines risk as

Risk is the possibility of an act or event occurring that would have an adverse effect on the organization and its
information system. Risk can also be the potential that a given threat will exploit vulnerabilities of an asset or group
of assets to cause loss of, or damage to, the assets. (ISACA, 2002)

Risk is normally analyzed by looking at the two factors of risk — threats and vulnerabilities. A threat is the probability someone
or something can in some way damage, corrupt, or defraud a system. Threats are a result of actions and can be intentional or
unintentional. For example, a very liquid and valuable asset, such as cash, has a high threat level with respect to theft because it is a
very desirable target for dishonest people since it is so marketable. At the same time, a fixed asset such as a building has a much
lower threat level with respect to theft, since it would not be as easy for dishonest people to convert the building to their use.
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Vulnerability deals with the opportunities inherent in something that allows for that item to be damaged, corrupted, or defrauded.
If a company was to leave its cash lying on a desk open to all employees and customers, this would make it very vulnerable.
However, locking the cash in a vault and restricting access to the vault greatly reduces the vulnerability. Vulnerability is usually
something that a company can control, since vulnerabilities can be reduced by introducing additional internal controls, while threats
are substantially less controllable. The product of the probability of all of the threats and all of the vulnerabilities is the risk to a
specific operational system.

Part 1 — Risk Analysis

You are to assess the risks involved in the purchase transaction. Since you are not familiar with the controls used by the company
in this case, we are asking you to only assess the threats to the system and are not asking you to assess the vulnerabilities. With
respect to the threats, you are to determine if the source of the threat is external, coming from outside of the company or internal,
coming from a source within the company. For example, an error can originate outside of the company, such as the vendor sending us
the wrong goods, but most errors would originate within the company. Under each category (External Threats, Internal Threats) you
are to list the individual types of threats and then determine if the specific threat could be mitigated by enforcing segregation of duties
(SOD). If you believe that SOD mitigates the risk, then you need to state how it does.

In a normal business assessment of risk, the next step would be to assess the vulnerabilities and then suggest internal controls that
could be used to mitigate each of the threats. In this case, we are only concerned with the segregation of duties control.

Please use the format in Exhibit | to present your risk analysis:

Exhibit I - Format for Risk Analysis

Risk Analysis
External Threats: Mitigated by SOD?
The vendor sends the invoice for the incorrect amount No

Internal Threats:
The Acme employee creates the payment check for the | Yes, because of additional
incorrect amount checking

Part 2 — Assignment of Duties

In this part of the assignment, you are to determine who in the organization should be doing the 28 purchasing tasks that are listed
above. That is, you must assess what constitutes good control — control that is not too expensive or overburdening, but protects the
company from fraud and errors. So you have to state who would be doing each of these tasks. Hint: It will be helpful to reference the
risk assessment you completed in part 1. By assessing if specific risks are reduced by segregating certain duties, this can help you
analyze incompatible tasks.

For example, even though the first three tasks are stated as if they are done by three different people, they could be done by only
one employee. So your answer would be that the employee doing the purchase requisition activities should do tasks 1 through 3 and
give a brief explanation of why the consolidation of these tasks are not in conflict with good control procedures. This should be done
for each of the above 28 tasks with the consideration that the company wants good control procedures, but also wants the minimum
number of employees involved so that the cost of operations can be minimized. You must also take into consideration operating
efficiencies; that is, will the document and order processing disrupt business activities or make job completion particularly onerous or
cumbersome? Note: You may find it helpful to assign your employees job titles rather than just generic labels such as “employee 1” or
“employee A”.

Part 3 — Authorization Matrix

The analysis in parts 1 & 2 implies that actual paper documents are being produced in order to complete the purchasing
transaction. For most companies, this is an invalid assumption since most of the steps in this type of transaction are computerized. For
this part of the assignment, you need to determine the level of computer authorization each one of the people that you designated in
part 2 should have in order to properly complete their tasks. Hence, we want you to develop a closed security model in which you
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determine what computer access authorizations each one of the people in the purchasing business process should be granted for each
document.

To properly organize your analysis you should place the results of this part of the assignment into an authorization matrix. Along
the top of the matrix you should put each of the people involved in the purchasing activity (those people from step 2, above). Down
the left-hand side you should put the electronic documents involved in the process. The cells of the matrix should be filled with the
symbol for the type of access that person should be allowed. The possible access types and their corresponding symbols are:

C - Create authorization — the user can create a new document
U — Update authorization — the user can change/edit or void an existing document
D — Delete authorization — the user can eliminate the document from the system

A — Authorize authorization — the user can signify that the document is authorized and should go on to the next step
of the process

R — Read authorization — the user has access to the document in order to see its contents

The documents that are to be listed on the left-hand side of the matrix should be:

Purchase Requisition

Purchase Order

Packing Slip

Receiving Report

Vendor Invoice

Payment VVoucher

Check for Paying Vendor
For example, the employee doing the purchase requisition (steps 1, 2 and 3) might have the following entries in the matrix in Exhibit
I:

Exhibit 11 — Authorizations Matrix

Document\Person Employee Person 2 Person 3 ...
needing goods

Purchase Requisition C,UR

Purchase Order R

Packing Slip

Receiving Report R

Vendor Invoice R

Payment VVoucher

Check for Paying Vendor

Hence, the employee needing goods can create, update, and read a purchase requisition. This employee can only read the
purchase order, the receiving report and the vendor invoice. For all of the other documents, the employee has no authorizations. You
should note that this employee cannot delete or authorize any documents.

It is your job to determine the people involved in the process (you already did this in part 2), place their names along the top of
the matrix and then fill in the authorizations they should be granted with respect to each of the documents to achieve proper
segregation of the authorization, recording, custody and audit reconciliation duties and allow efficient completion of the process.

Part 4 — Implementation in SAP

In the final part of the assignment you will be examining the authorization process in the SAP system and compare those
authorizations with the matrix you completed in part 3 of this assignment.

SAP enforces a very strong security policy. Every time an SAP transaction is executed, the user’s authorizations are checked
against that transaction to be sure that the user is authorized to take the specific action. If the authorizations properly check, then the
transaction proceeds. Otherwise, the user is informed that they are not authorized to execute the transaction and the process is
terminated.

One of the strengths of the SAP authorization policy is the granularity of security. This granularity extends to not just finely
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defining the types of business transactions the user can execute and the privileges allowed, but also the business objects that the user
can process. For example, the authorizations can be granted to allow reading of the data in a document for a specific transaction, but
not the ability to create a new document or change an existing document for that same transaction. Also, the SAP authorization
system can restrict the specific document the user can access. For example, the user may be allowed access to retail customers, but
not wholesale customers. Or, the user may be allowed access to customers in the Western United States, but not in the Eastern United
States.

While the SAP system is based on profiles, authorizations, authorization objects and fields (all these will be explained in a little
bit), the users are categorized by their role in the organization. Hence, the role a user plays in the organization dictates what
authorizations that user is granted. This is a strong form of authorization control since when an employee changes jobs, the
authorizations can be changed immediately so that the employee can do the tasks of the new job, but also the authorizations associated
with the old job are removed from the system.

In the following, we ask you to examine some of the roles that are already defined in the system and investigate how SAP assigns
authorizations based on these roles.

To access the predefined system role, log into SAP and then take the following path:

Tools -> Administration -> User Maintenance -> Role Administration -> Roles

Role Malnfenance

M0 bk | B o Tansstons

Fole | GE#lsdlD. mow 10 coms.hom [le=t
Mame

(v 31 F [ [@]]_soom Ovcmartion

|Favomes | Desergaon [ Twget e I

@ e trvarts gt AEET

+d start CEeODENE [Ereeron. s umem

In the Role Maintenance screen, hit the Views button and select Role in Comp. Roles (this means you wish to view the roles that
belong to a composite role, i.e. a group of roles).
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() (3 40 0 A0 23 G (2] 1 ) [

Role Maintenance

06 | E | Transactons |

(=) Role Comp. Role
Views El Show Documentation
Favorites Description Target Sys
Single Roles
Comp. Roles

Roles in Comp. Roles
Inheritnce Hierarchy

Roles Grouped by Country
Roles Grouped by Industry
Roles Grouped by Target System

[* | PFCG e | cowhoy | INS

This displays all of the system roles available and the sub-roles under those roles.
Expand the A/P accountant role (SAP_WP_AP_ACCOUNTANT) by selecting the right facing triangle.

Role Maintenance

BAP_FI_AP_CHANOE_LUNE_ITEWT  |Change
BAP_FI_AP_CHANOE_PARKED_DOCAU Change Parked Vendor Documents

AMP_FILAP_INMOICE_PROCESSRG AP Involce Processing

S _FAR Y _RIPORTS Wiy Rinpéets in Accoursh Pisbis
BAP_FI_AP_MANUAL_PRTMENT Marual Fapmant
SAP_FI_AP_PARK_DOCUMENT Park AP Docusnints
SAP_FI_AP_PAYMENT_RILL_OF_EXCH Payment Lising Bl of Exchange
SAP_FIAP_PAYMENT_CHECKS  Payment Pragram with Chack Processing
BAP_FI_AP_PATMONT_PARMSITORS  Diipley Payment fun Pacsmaters
BAP_FI_AF_PAYMENT_FROPOSAL | Croste and Frocess Payment Progossl
SAP_FIAP

BAP_FIAP_NALUATION Valyaon of A Bems
BAP_FI_AP_VENDOR_MASTER_DATA AP Master Dals Martenance.
SAP_FI_IL_IMLL_OF_IX_RIPORTS | Rports for [kl Haldings

B 24P _F|_BL_CHECK_MOMENT_DMSFLA Display of Managed Chiks

B SAP_FIDL_PATMI_ACMVICE_RIPORTI Risarts on Paymint Advces

@ 547 _NBI_IV_CLERM_RATCHE Marusal Processing of vk es Variied in i Back

B e M _CLERK_PRAK Park Ittt
b @ SAP_P_pp_SUPIRMSOR AP supartion ol
I BAP_WP_AR_ACCOUNTANT R arrountant F
£110)] — 1)
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Now highlight the A/P accountant role and hit the Show Documentation button.
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]
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B28 Kreditorenbischhaites
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D SAP_FI_AP_INVOICE_PROCESSING | AT Inveice Processing
D 8AP_FI_AP_KEY_REPORTS Kty ROpOs i Accounts Payablo
D SAP_FI_AP_MANUAL_PAYMENT Manual Fayment
@ SAP_FI_AP_PARK_DOCLMENT Park AP Douments
@ EAP_FI_AP_PRYMENT_BILL_OF_EXCH Paymisnt Using Bill of Exchange
@ S4P_FILAP_PAYMENT_CHECKS  Payment Program with Check Processing
D SAP_FI_AP_PAYMENT_PARAMETERS  Déspisy Payment Run Parsmeters
B EAP_FI_AF_PATMENT Crnato ang 5 Paymin Proposa
D 8AP_FI_AP_RECURRING_DOCUMENT AP Tecurring Documents
B SAP_FI_AP_VALUATION Valuation of AP Rems
B EAP_FI_AF_VENDOR_MASTER_DATA AP Master Dt Maintenance
D SAP_FI_BL_BILL_OF_EX_REFORTS  Repons for Bill Holdings.
@ SAP_FI_BL_CHECH_MOMENT_DISPLA Désplay of Managed Checks
@ 2AP_FI_BL_PAYME_ADVICE_REPORT! Reports on Paymien! Acies
D SAP_MM_IV_CLERK_BATCH g of Invalcas
B SAP_MM_IV_CLERK_PARK Park Invoices.
AP supenisor

Question 4.1: Be sure to read this documentation. Write a short summary (in your own words) about what the role entails

(Remember, cutting and pasting is cheating). What are this person’s job functions?
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Highlight A/P Invoice Processing (SAP_FI_AP_INVOICE_PROCESSING) and read that documentation.

Question 4.2: Under what circumstances would you issue the A/P Accountant role to an employee?

@

Role Maintanance

| I o Transachans

Roles in . Rodag
[ 3 EAP_ICM_C_SAGENT Ecnmrm- o Compagile Rolis - BAGENT

D @ SAP_IOM_C_SCLERK |Commigzions: Composie Role - SCLERK
b g SAP_ICM_C_SUSER |Commissions: Composie Rele - SUPERUSER

b @ saF_WP_AL

| 9
© @ AP WF_AP_ACCOUNTANT P accountant

[
[
pl

@ RAP_EC_BEP_ACCOUNTANT |BI8 Kdilarenbuchibailis

@ EAP FI_AP_CHANGE REVERSE INV | Change { Ruverse Vendor Invvices
@ GAP_FI_AP_CHANGE_LINE [TEMS | Cnange Vendor Ling rems

@D 8AF_FI_AP_CHANGE_PARKED_DOCU Cnange Farked Vandor Documents
€ 2AF_FI_AP_CHECK_MAINTENANCE | CheckFracessing

@ BAP_FI_AP_CIEAR_DPEN_TTEMS  Chear A llems

@ RAP_FI_AP_CORREEPONDENCE | Comspiandence - Accaunts Pyl
@ SAP FI AP DISPLAY DALANCES | Ddsplay Accounts Pavable Dalsnces and Hems
@B SAP_FI_AP_DISPLAY_CHECKS Display Chetks

@ sar_FI_AP_DISPLAY_DOCUMENTS | Display AP Doturnents

@ aaR_FI_AP_DISPLAY_MASTER_DATA | Desplay AP Master Data

Ky Reports in Accounts Paradle
@ 5P _FI_AP_MANUAL_PATMENT Manual Fayment
@ BAP_FI_AP_PARK_DOCUMENT Pk AP Documients
@ AP _FI_AP_PAYMENT BILL OF EXCH Paymenl Liging Bill of Exchange
B SAP_FI_AP_PAYMENT_CHECKS [Payment Program with Check Processing
D 5AF_FI_AP_PA/MENT_PARAMETERS |Display Payment Run Parameters.
@ saF_FI_AF_PATMENT_PRUPUSAL | Create and Frocess Parment Proposal
@ BAP_FI_AP_RECURRING_DOCUMENT AP Ticuring Docurminls
@ BAP_FI_AP_VALUATION wialualion of AP lems
@ GAP_FI_AP_VENDOR_MASTER_DATA AP Master Data Mainenance
& SaP_FI_BL_DILL_OF_E¥_REPORTS | Reports for Bill Holdings
@ 8aF_FI_BL_CHECK_MGMENT_LISPLA Display of Managed Chedks
@ BAF_FI_8L_PATME_ADVICE_REPORT!Hopors on Faymont Adices

@ RAP_MM_IV_CLERE_BATCH2 Ml Pro ing of kvaices Vierified in thi Back

@ SAP_MM_IV_CLERK_PARK Park Invaices
GAP_WP_AP_SUPERVISOR AP supemisar
BAF_WF_AR_ACCOUNTANT AR accauntant

] T

- U[Prco i cowhey ING 7

EREY L 0D 0

Question 4.3: When would it be better to just issue the A/P Invoice Processing role to an employee rather than the A/P

Accountant role?
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Highlight the A/P accountant role and hit the Display Role button (the icon with the eye glasses).

AIS Educator Journal

Role Maintenance

0

@ SAP_JCM_C_BADENT
& BAP_ICM_C_BOLERK
& SAP_ICM_C_BUSTR
@ e,
@

gm’%ﬁ%"m
EAF_EC_BEP

 Comenissions. Compase Fisie - CLERK

Comenigelons: Composhs Roe - IDES
Comenigsions. Composite Mol - BAOENT
GComenissions: Composhe Rote - SCLERK

AEEOUNTING Supeniss!
AP aeeountant
B

D 5P _FIAF_S v
@ sar_FI_AP_CHANGE_LINE_[TEMS

andar Imices.
Change Vendor Line fems

B 5AP_FI_AP_CHANGE_PARKED_DOGA Ghange Parked Vendor Documents

@ 5AP_FI_AP_CHECK_MAINTENANCE
@ B8 FILAP CLEAR OPEN ITENS

Check Processing
Clnar NF Nifd

@ nap_FIAP_
@ SP_FIAP_DISELAY_BALANCES
B 525 _FIAP_DISPLAY_CHECHKS

@ EAP_FI_AP_DISPLAY_DOCUMENTS

Display Accounts Parabie Balances and ems
Displwy Chaeks
Digplay AP Docurnents

D 54P_FI_AF_DISPLAY_MASTER_DATA  Display AF Master Data
@ 5AP_FI_AP_NTEREST_GALCULATION A Inferes| Cakuliton

D 8AP_FIAP_INTERNET,
@ SAP_FI_AP_BIVOICT_PROCISSING
B 8AP_FI_AP_KEY_REPORTS

B 54P_FI_AP_MANUAL_PAYMENT
@ SAR_FI_AP_PARK_DOCUNENT

.wlml:s Processing

Fity Fiagonts in Accounts Payakio.
Manual Payment

Ptk AP Dotumsnits

B 52P_FI_AP_PAYMENT_BILL_OF_ENCH Paymant Using BN of Exchangs

@ EaP_FI_AP_PATMENT_CHECKS
@ 5aP_FI_AP_PAYMENT,

Payenent Bregram with Chick Presessing

@D BAP_FI_AP_PRYMENT_PROPOSAL

Creale and Process Piyment Proposal

@ 24P _FI_AP_RECURRING_DOCUMENT AP Tocuning Documents

@ SAP_FIAP_VALUATION

Valuahon of AP Berns

@ 5ap_FI_AP_VENDOR_MASTER_DATA AP Master D4t Malnlenante

@ 5AP_FI_BL_BILL_0F_EX_REPORTS

Reparts for Bl Holdngs.

@ EAR_FI_BL_CHECK_MOMENT_DRSPLA Display of Mandged Checks
D) 5AP_FI_BL_FAYME_ADVICE_REPORT! Raports on Fayment Adwces

@ BAP_MM_p/_CLERR_BATCHE

Dl's play Roles

Manual Procissing of voices Vesfud in th Back .

© L) Proass Imvoleas and Documants
b 0 Process Hlems and Batances

& 0 Process Papmants

b 0 Process Checks

b L Bt Mastnr Data

B LI Corespondence

B SR Repering

B 1 interest Catculavon

B 0 internet Senices and 528

B |2 inssrmation from Auds

b 2 e .

Enain, iy
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Question 4.4: What does this allow the user to do? In other words, what are the user’s job functions?

Now go to the Roles tab and select the A/P Invoice Processing line and highlight it (use the left-most button). Double click on

this role.

Bole Edit Goto  Utilities temn Help
@ BdEHQEe@ DHE DO
Display Roles

"2 EY Otherrole | n§>|

Rolei SAP_WP_SP_SCCOUNTANT |6‘U'= Role documentation

Diescription AP accountant

1| Description ' 4% Roles k @ Menu k B User k & Personalization |

Role Mame Target sys Activ
SAP_FI_AP_DISPLAY_DOCUMENTS Display AP Docurments user system ]
SAP_FI_AP_DISPLAY_MASTER_D. |Display AP Master Data user system —
SAP_FI_AP_INTEREST_CALCULA.AP Interest Calculation user system
SAP_FI_AP_INTERMET_FUNCTIO.|Internet Functions in Accounts Paya.. user system
SAP_FI_AP_IWVOICE_PROCESSI. AP Invoice Processing user system
SAP_FI_MP_KEY_REPORTS Key Reports in Accounts Payable user system
SAP_FI_BP_MAMNUBL_PAYMENT Manual Payment user system
SAP_FI_MP_PARRK_DOCUMENT Park &P Documents user system E|
| |SAP_FI_AP_PAYMENT_BILL_OF_.|Payment Using Bill of Exchange user system [=]
[l [ [4][+]

| U |PFCG P2l cowboy NS y

Question 4.5: A new session is started. Examine the Menu tab again. What has changed?

Now select the Authorizations tab and under Maintain Authorization Data and Generate Profiles hit the Display Authorization
Data (the eye glass icon).
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Rale

Edit

Utilities

Gato

g H @@ I CHEHE DDO

Display Roles
%2 §Y Otherrale | ni,—'»l

iRole] SAP_F1_AP_INVOICE_PROCESSING |$  Role docurnentation |

Description AP Invoice Processing

¥ Description E @ Menu E @ workflow = @ Authorizations k @ User E Mini...lh

Created by Last Changed On/By
User ShLP User ShP

Date 12/15/15999 Date 02/04/2000

Time 14:067:29 Time 10:12:085

Infarmation About Authaorization Profile

Frofile Marme
Profile Text
Status Profile comparison regquired

ifaintain Authorization Data and Generate Profiles

r@\%isplay Authorization Data

| D | 5000 FEl | cowhoy | INS V.

This brings you to a screen that shows the authorizations that are granted for the role.

Autharizations  Edit  Goto

Utilities Help
Bld 0 @@  BHEHE BT A
Display role: Authorizations

a "] Cpen Changed Maintained | Organizational levels... Infarmation

Enxiranment  System

Maint. : 4 Unmaint. org. Tewels 5 open Tields, Status: Unchanged

I[«1[]

SAP_FI_AP_IMWOICE_PROCESSING @C0 AP Invoice Processing

B QO@ Changed Cross-application Authorization Objects
B @00 Changed Contralling

B @00 Changed Financial Accounting

B CO@ Maintained Plant Haintenance

B @00 Maintained Quality Management

ETDA||

Ea(|| | [«][»]

| I | 5000 Pl cowhoy | INS

Y

SAP groups authorizations together using a profile. Hence, a profile can contain many authorizations or it can contain additional
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profiles. Hence, the role that we are looking at is also termed a profile.

An SAP authorization is composed of a series of authorization objects. Click on the plus sign next to Financial Accounting and
this expands the tree and shows the authorization objects under the Financial Accounting authorization. Then expand the Accounting
Document: Authorizations for Account Types authorization object.

Authorizations  Edit  Goto  LHilities  Environment

210 0Ge DHE ano B

Display role: Authorizations
=] R Open Changed Maintained | Organizational levels... Infarration

Maint.: 4 Unmaint. org. levels 5 open fields, Status: Unchanged

I[«][»]

SAP_FI_AP_INYOIGE_PROGESSING  @OQ AP Invoice Processing

0 0@ Changed Cross-application Authorization Ohjects
—E @O Changed Controlling
—= @20 Changed Financial Accounting

—= Maintained Accounting Document: Account Autharization for Yendors
—E ?ér’lamtamed Loccounting Document: Account Authorization for G/AL Accoun
B %Maintained Loccounting Document: Autharization for Document Types
—= %Ehanged Accounting Document: futhorization for Company Codes
—&E oo %Standard Accounting Document: Authorization for Posting Periods
—m Changed Locounting Document: Authorization for Business Areas
—= %Ehanged Locounting Document: Authorization for Account Types

= Q0@ Changed Accounting Document: Authorization for Account Types

vty Create or Generate, Display
—6},» hocount Ltype hesets, Yendors, Material, G/L acc

—E Q00 2 Changed Aocount Assignment Model: Auth. for Maintenance and Use

—E Oo@ Maintained Plant Maintenance
—E @-0 Maintained Quality Management

[0l

Ko I[«][]

| D [ 5000 P2 cowboy | INS

)

This shows the fields that can be assigned values for this authorization object.

Question 4.6: What does the Activity field allow the user to do? What activities is the user not allowed to do? Explain the
reasoning behind this configuration. (Hint: double click on the values to see all values allowed.)

Question 4.7: Now look at the Account Type field. What is the purpose of this field? Can you explain how the values could be
changed in this field under different business circumstances?

So far we have only looked at preconfigured SAP roles. For most companies, the assignment of responsibilities to their
employees can be different from that of the standardized roles that SAP provides. That means that it would be the responsibility of the
user authorization and security group to customize the roles provided by SAP. As you might imagine, this is not a simple task. The
authorization matrix that you developed in step 3 of this case could be used to develop the necessary authorizations for each role.

Generally, the person that specifies the authorizations is not allowed to program the authorizations and the person activating the
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authorizations should be an entirely separate individual. The testing of the authorization can be done by the person who specified it,
but it is best if this task is done by a separate test team. The issuance of authorizations is done by a security specialist and the
authorizations are issued to work positions (i.e. jobs) and not individuals. Human resources will then assign individuals to work
positions and the employee will then obtain the authorizations because of his or her job. Thus, company accountants should not
actually implement a control plan in the ERP. This would be done by a security officer or at the very least a system administrator
(COBIT V4.0 control objective DS5.3). To allow the company’s accountants access to security assignments is a serious IT control
weakness.

Question 4.8: Why would it be better to base and issue security authorizations to a specific work position and not directly to
the person doing the work?

When users are first assigned roles, there is a good chance that the proper authorizations may not be granted for the users to
accomplish their jobs. In this case, the transaction being executed will fail authorization check. The user authorization and security
group must then investigate why the transaction failed. In fact, many companies find that authorization problems are a major issue
when an ERP system goes live. It may sound like a daunting task to solve these types of problems, but there are tools that can be used
to simplify the process.

Here is an example that we want you to try.

Get to the roles screen by the following path:

Tools -> Administration -> User Maintenance -> Role Administration -> Roles

Enter TESTROLE in the Role screen field. Under the Role pull down (at the top of the screen) select

Create -> Role

Question 4.9: What happened? Why?

Now enter the following into the transaction entry box (top of screen to the right of the green check mark):

/OSU53

Question 4.10: This allows you to analyze why the transaction failed authorization. Briefly analyze why the previous
transaction failed. Why don’t you as a user have authorization to do this?

SAP also provides the capability of analyzing profiles and roles to see if they assign incompatible privileges to the people granted
these authorizations. The user can define a series of authorizations which are defined as critical authorizations. Then specific users
(or all users, if desired) can be checked to see if they have been issued any critical authorizations.

You can view the critical authorizations from transaction code S_BCE_68001403. View the critical authorizations by selecting
the eye glass icon.
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7] — - - EIEEE

List of Users With Critical Authorizations

@ B H # Crit@mb. & it cynb. BBy SAF Proposal

This displays the definitions of the critical authorizations.
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Table View Edit Goto  Selection Milities  System  Help

& 2 H @ SHEE ahA

Display View "Entry of Critical Auths for Report RSUSR(009"; O...

v E

e Object Field name |from to
AEAA 5 _BTCH_ADMBTCADMIN [«]
REJA 5_BTCH_JOB|JOBACTION |RELE [~]
REJA 5_BTGH_JOB | JOBACTION |SHOW |
AENA 5 _BTCH_MNAMBTCUNAME
ABNN S_BTCH_NAM
ADMH 5_ADMI_FCD[S_ADMI_FCD{NADM
A DM 5_ADMI_FCD[S_ADMI_FCD{PADM
ADMH 5_ADMI_FCD|S_ADMI_FCD|SPOM
ADMH 5_ADMI_FCD|S_ADMI_FCD|SPOR
ADMH 5_ADMI_FCD(5_ADNMI_FCD|SFAD
A DM 5_ADMI_FCD(S_8DMI_FCD|SPTD
ADMH 5_ADMI_FCD|S_ADMI_FCDTOOD
ADMH 5_ADMI_FCD[S_ADMI_FCD{UADM
ADMH 5_ADMI_FCD|S_ADMI_FCD LN
ALOG 5_LO0G_COn [+]
ALRZH 5_RZL_ADM [ACTYT 01 [+]

[l [ [d[]
EJ Posion.. |G GTid
| I [ suar M cowboy | NS y

Your system has only default critical authorizations that are predefined by SAP. These deal primarily with system administration
functions. However, companies would also want to define authorizations that deal with incompatible duties such as recording
transactions and authorizing those same transactions.

The capabilities of the standard SAP system to detect possible SOD problems is limited in that it can only analyze critical
authorizations after they have been issued to users. There are third party products (such as Virsa) that do this analysis on roles and
profiles before they have been issued to the users. This type of analysis is beyond the scope of this assignment.

This completes the case.

CONCLUSION

This is a substantial student assignment in which the student must spend a good amount of time dealing with each step of the
problem. Unlike many accounting problems, the students will produce different correct answers. We provide an instructor’s guide for
this problem that presents a set of solutions and also discusses different approaches that can be used with respect to offering the case
as an assignment.
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Appendix - Alternate Part 2

Part 2 — Assignment of Duties

In this part of the assignment you are to determine whether Acme has effectively assigned its employees to each of the 28
purchasing tasks listed above. That is, you must assess whether Acme’s SOD constitutes good control — control that is not too
expensive or overburdening, but protects the company from fraud and errors. You may reassign tasks to each of the employees listed
or assign tasks to other Acme employees not currently involved in the purchase-to-pay process. Hint: It will be helpful to reference the
risk assessment you completed in part 1. By assessing if specific risks are reduced by segregating certain duties, this can help you
analyze incompatible tasks.

For example, even though the first three tasks are stated as if they are done by three different people, they could be done by only
one employee. So your answer would be that the employee doing the purchase requisition activities should do tasks 1 through 3 and
give a brief explanation of why the consolidation of these tasks are not in conflict with good control procedures. This should be done
for each of the above 28 tasks with the consideration that the company wants good control procedures, but also wants the minimum
number of employees involved so that the cost of operations can be minimized. You must also take into consideration operating
efficiencies; that is, will the document and order processing disrupt business activities or make job completion particularly onerous or
cumbersome?

The following paragraphs describe Acme Company employees who are currently involved in the purchase-to-pay cycle. Keep in
mind that the tasks described below are not the only tasks these employees are responsible for, but are those within our 28 step
purchase-to-pay cycle. Of course there are other individuals employed by Acme as well. Some additional Acme employees include:
Receptionist, Secretary, Mailroom Clerk, Warehouse Assistant, Treasury Clerk, Treasurer, Accounting Manager, Controller, Office
Manager, Maintenance Supervisor, and others. You might also find it helpful to refer to the Job Assignment Matrix at the end of this
section in order to understand how the tasks are currently assigned. You will want to duplicate the matrix format when you complete
this part of the assignment.

Any Acme Employee can determine a need for goods, complete a requisition and submit it to his or her Supervisor for approval,
(tasks 1 through 3).

Department Supervisor will make sure that requested purchases are appropriate, within company policy, and within departmental
budget constraints and approve the requisition. The Supervisor then sends acknowledgement back to the originating employee,
determines the appropriate item to order, sends the requisition to purchasing, and enters the requisition into the information system
(tasks 4 through 8). When the goods arrive, they are delivered to the Department Supervisor for distribution to the originating
employee. This is thought to be the most efficient means of distributing goods and allows the Supervisor to double check to be sure
the right goods have been ordered and received (task 22).

Buyer determines which vendor to purchase goods from, based on cost and quality parameters. If the vendor is already in the
company’s information system, the Buyer checks vendor information for accuracy and completeness and makes any corrections
necessary to the master data. If Acme has not purchased from this vendor before, the Buyer acquires all the necessary information to
approve and enters the vendor into the computer system and then updates the master data in the system. The Buyer then consolidates
the purchase requisitions, creates and records a purchase order to the designated vendor, and sends it to appropriate parties (tasks 9
through 12 and 14). When the vendor invoice arrives at Acme, it is given to the Buyer to verify pricing and quantities (task 23) and is
then passed on to Accounts Payable.

Purchasing Clerk receives the order acknowledgement from the vendor and notifies both the buyer and the warehouse (task 13).

Shipping & Receiving Clerk receives the goods when they arrive at Acme’s loading dock and passes them on to the Warehouse
Clerk (task 15).

Warehouse Clerk counts the goods, pulls the packing slip from the package, sends it on to Accounts Payable, records the receipt
of the goods in the information system, and passes the goods on to the Department Supervisors (tasks 16 through 21).

Accounts Payable receives the purchase requisitions, purchase order, and vendor invoice from the Buyer and the packing slip and
receiving report from the Warehouse Clerk and compiles a voucher package. If quantities and pricing match, payment is approved.
Accounts Payable then writes a check for payment and sends it to the vendor. Once a month, Accounts Payable is required to reconcile
the subsidiary payable accounts with the general ledger and perform a review of the documents to be sure everyone is in compliance
with procedures (tasks 24 through 28).
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Job Assignment Matrix - Acme Purchase to Payrnent Cycle

Shipping
Ay &
Acme Department | Purchasing Receiving YWarehouse Accounts
Employee  Supervisor Clerk Buyer Clerk Clerk FPayable
1. An Acme employee determines that
there is 2 need for goods in order to dao
their job -
2. AN Acme employee fills out a
purchase requisition form for the
desired goods ~
3. AN Acme employee signs the
purchase requisition and submits it to
an Acme employee -
4. An Acme employee approves the
purchase requisition (if it isn't
approved, the process stops here) ~
5. A0 Acme employee sends
acknowledgement and disposition of
the requisition back to the ariginating
employee ~
5. An Acme employee submits the
approved purchase requisition form to
centralized purchasing and other
appropriate people
F.oANn Acme employee records the
purchase requisition information
5. An Acme employee determines the
appropriate product to order

9. AR Acme employee determines the

appropriate supplier to order from and

checks to see if the vendor's master

data is in the system and is correct. ~

10. If the vendor master data is not in

the system oris incorrect, then an

Acme employee confirms the master

data and payment terms with the

vendor and enters the master data into

the systemn. ~

11. An Acme employee consolidates

purchase requisitions and creates a

purchase order -

12, An Acme employee sends the

purchase order to the vendor and other

appropriate people ~

13. An Acme employee receives an

arder acknowledgerment from the

wendar -

14. An Acme employee records the

purchase order information -

15. The vendor ships the goods with a

packing slip to the destination on the

purchase arder and an Acme

employee receives the goods at the

receiving dock at our location -
16. An Acme employee counts the

goods in the shipment -
17, An Acme employee removes the

packing slip frorm the box and sends it

to the appropriate people A
18. An Acme employee fills out a
receiving report that has details on the
time of the arrival and the items
received

19, An Acme employee records the
packing slip information

20, An Acme employee records the
receiving document information

21. An Acme employee passes the
goods on to the designated recipients

404 A A

220 A0 Acme employee who requested

the goods receives the desired goods R

23. The wvendor sends the invoice and

remittance advice for payment and an

Acme employee receives the invoice

and remittance advice -
24 An Acme employee compares all

of the docurments for the order (that is,

a voucher package is compiled)

25 A0 Acme employee approves

payment of the invaoice

26, An Acme employee creates the

payvment check

27 An Acme employee sends the

payment check to the vendor

258, Periodically an Acrme employes

verifies all of the documentation to be

sure that the transaction has been

handled carrectly A

R
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