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University of Houston-Clear Lake

ABSTRACT

This paper discusses the collaboration our university has developed between the AIS and MIS programs. We
include learning objectives for the overall learning objectives of our integrated program, suggestions for col-
laboration, and the courses addressing the identified objectives. The authors have found that using software
tools can improve collaboration across departments can add to the learning experience in both the accounting
and MIS programs. AIS instructors can use software tools to demonstrate how control requirements are imple-
mented within information systems. MIS instructors can use software tools to provide explanations and exam-
ples of program structures and data structures used in information systems. Instructors with training in ERP
systems can use software tools to add valuable perspective in discussions of scalability, multiple currencies,
conversion of measuring units, and automation of business processes.

Tools which are used to support instruction can also be used to enable collaboration between faculty members.
When group projects are used to teach information system development, additional collaboration tools can be
included to give students experience in working within a workgroup environment. The authors discuss their
experience in the use of software packages and collaboration tools to better prepare our students to succeed in
the challenging business environment of audit and IT professionals.
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INTRODUCTION

Coordination across the curriculum between accounting information systems (AIS), management infor-
mation systems (MIS), and other specialties such as IT/IS audit and security provide the best of all worlds for
future systems professionals. Our university has begun a process to better coordinate our efforts to map our
course topics to the ISACA Model Curriculum, the Association for Information Systems Model Curriculum
for Graduate Degree Programs in Information Systems, and AICPA Core Competencies to better prepare our
graduates. While this process started informally at our university with some accounting and MIS professors
discussing ways to better utilize our resources across the curricula, the process has evolved to include an MIS
“track” in our accounting program to provide an opportunity for our students to develop both accounting and
system design skills. Our accounting advisory board has also provided suggestions as to skill sets of their re-
cent hires. Both the MIS track and the suggestions of our accounting advisory board have resulted in adjust-
ments and improvements to our curriculum.

In this treatise, we discuss our experience in hopes of providing guidance to other universities wanting
to develop an environment of collaboration across the accounting and MIS curricula. We suggest that
collaboration between these programs give our students the best possible combination of skills to get them
started on their career path after graduation in IT auditing, IT security, or other IT-related careers. While our
program is still evolving, the benefits of making the best use of teaching and technology resources available
helps reinforce concepts relating to risk assessment, controls, and system design/development; we hope other
universities wishing to give their students a more comprehensive skill set compatible with our technology-
dependent economy will find our experience useful.

We begin by providing the overall learning objectives of our collaboration, followed by how we use
various software packages in the collaborative classes to illustrate various control concepts. We then describe
five control examples to illustrate these concepts in several classes to reinforce and illustrate their importance
to business processes. We provide examples of integrated courses, topic schedules, assignments, and mapping
of course learning objectives to formalized curricula (e.g., CPA Core Competencies), as well as suggestions
for future collaboration.

Overall Learning Objectives for Teaching Control Concepts

To improve the skill sets of our students, we use several software packages to meet the following
learning objectives:

e To familiarize students with the importance of integrated processes in automated information systems

e To familiarize students with the need for system controls to improve security and data integrity in in-
formation systems

e Analyze the unique risks of information technology and related data
e Provide an understanding and application of system analysis and design processes

e Recognize, model and use processes to achieve reporting and compliance objectives

These learning objectives are addressed in our accounting program (MIS track) and our MS-MIS program in
several courses:

e Accounting Information Systems (offered at both the graduate and undergraduate levels in the account-
ing department)
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e Introduction to ERP Systems (offered at the graduate level in the MIS department)
e Systems Analysis and Design (offered at the graduate level in the MIS department)

e IT Audit and Security (offered at the graduate level in the accounting department)

While our accounting degree programs have offered the MIS track for several years, coordination be-
tween instructors in the accounting and MIS departments has been relatively informal. The authors, who repre-
sent both departments, are working to formalize this coordination to impart the skill sets needed for students to
pursue careers in IT and accounting. To demonstrate the applicability of this coordination to other universities,
we present what we have done up to this point to map our learning objectives in the above-listed courses to the
ISACA Model Curriculum, the Association for Information Systems Model Curriculum, and the AICPA Core
Competencies. We include the learning objectives for each of the courses, and provide suggestions on imple-
mentation of an across-curriculum program to make efficient use of resources to provide our students with the
skills they need to succeed after graduation.

We begin with a general discussion of how and why it is important to introduce students to various
software packages, along with how we chose the packages in use at our university. We then discuss how we
map our learning objectives to the ISACA Model Curriculum, Association for Information Systems Model
Curriculum, and the AICPA Core Competencies for the four classes listed above.

Automated accounting systems have been used for decades in the teaching of accounting systems and
business processes. As technology has advanced, the tools used to build these systems have become more
complex and the tools used to protect the integrity of these systems have become more sophisticated. At the
same time, advances in software technology have made these systems easier to use. While it is easier to
demonstrate what accounting systems can do, it is harder to explain how they do it. For most accounting
courses, this is not a problem. For higher-level MIS and AIS courses, however, the “black box” explanation is
often not good enough.

Off-the-shelf packages such as Sage 50' (a mid-level accounting system) and SAP-ERP (a popular sys-
tem in the oil and gas and manufacturing industries) provide the framework of an accounting system, with
modules for typical business processes such as purchasing, revenue, human resources, inventory, and financial
accounting. We chose these two software packages because of their use in the oil and gas industry, both by up-
and down-stream suppliers and by the major oil companies in our area. Users of these systems have the ability
to do some customization of their chart of accounts and internal controls, with limited customization in report-
ing. These systems allow instructors to illustrate how an integrated accounting system is set up and show how
information flows between the modules.

To teach our students how to utilize software for data analytics, we make use of the IDEA software and
SAP Business Analytics software to illustrate how large quantities of data can be evaluated for trends and
anomalies, and can be used to detect fraud. IT auditors must possess analytical skills and be able to communi-
cate their findings in a diplomatic way to management so that issues are resolved effectively. The IDEA soft-
ware provides excellent graphics for reporting, and is a tool for teaching students how to evaluate their find-
ings and follow up on them.

Open source systems allow instructors to dig into the mechanics of an information system to demon-
strate to students how such systems are built from the ground up. Management Information Systems students
need to know how systems work and also need to know how various “front-end” application systems interact
with the “back-end” systems which manage most of the data. When the back-end involves the accounting sys-
tem, explaining the interactions becomes difficult if you cannot directly access the data sources and the pro-
cesses used within the system.
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The skill sets needed to teach accounting systems are different from the skill sets needed to teach infor-
mation system technology. Use of collaboration tools allows faculty members from AIS and MIS departments
to interact effectively to provide resources and monitor progress of projects and assignments. Blackboard and
other course management tools include features which are designed to allow students to collaborate on pro-
jects. These same tools can be used to allow instructors to collaborate in providing instructional support.
When a project requires features which are not available within the course management tools like Blackboard
or when instructors want to give students experience in working with tools used outside of universities, ad-
vanced collaboration tools can be used. These tools allow instructors from different departments to collaborate
while providing practical experience for students. Microsoft Sharepoint is a tool that is widely used in busi-
ness environments for collaboration and system development.

In the business world, IT professionals and auditors need to be able to understand how systems work to
effectively monitor and evaluate the reliability of the output (specifically financial information used in deci-
sion-making). In this paper, the authors illustrate an integrated approach to demonstrate how systems work for
both accounting and MIS students. This approach helps to bridge the communications gap often found in busi-
ness between IT and accounting personnel.

LEARNING OBJECTIVES FOR OUR INTEGRATED COURSES
Below we list the course learning objectives for the four courses included in our integrated program:
Accounting Information Systems (AIS):

This course is taught in the accounting department and incorporates some of the AICPA Core Competencies as
well as some of the topics itemized in the ISACA Model Curriculum. AIS is required for all accounting ma-
jors.

Learning objectives are:

¢ Discuss the conceptual aspects of accounting systems and apply them to decision-making processes
e Understand business processes (revenue, purchasing, inventory, financial)

e Practice decision-making skills in a small group setting.

e Create flowcharts to depict/evaluate accounting systems (MS Visio).

e Work with advanced spreadsheet functions (MS Excel).

e Set up an accounting system application in a database management system (MS Access).

e Employ accounting systems software to assess controls and to create a business accounting system
(Sage 50).

e Perform a fraud detection exercise using generalized auditing software (IDEA).

Introduction to ERP Systems:

This course corresponds to MSIS 2006.2 in the Association for Information Systems Model Curriculum. It is
taught in the MIS department and is an elective for accounting majors (MIS track), and for MIS majors.

Learning objectives are:
e To acquaint the student with the role of integrated processes within business enterprises.
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To present the fundamental concepts and technology used to build and support ERP systems.

To give students "hands on" opportunities to use current ERP system technologies.

To prepare the students for future courses and future careers using integrated processes and automated
information systems.

Systems Analysis and Design:

This course is the “capstone” course for MIS majors and is one of the courses that accounting majors (MIS
track) can choose to take as a cross-listed, elective accounting course. The course combines characteristics of
MSIS 2006.2 and MSIS 2006.7 from the Association for Information Systems Model Curriculum.

Learning objectives are:

To acquaint students with current methods used in systems development

To acquaint students with the tools and techniques for the planning, analysis, design, development,
evaluation, and implementation of information systems.

To teach students the importance of information security and demonstrate tools and techniques used to
strengthen information system security.

To prepare students for future system careers in planning, analyzing, designing, developing, evaluating,
and implementing systems.

To introduce team working skills used in developing information system projects

To prepare the students for future courses and future careers by requiring the use of online collabora-
tion tools in team and workgroup projects

IT Audit and Security:

This course is taught in the accounting department and is cross-listed as an MIS course. It is one of the courses
accounting majors (MIS track) can take to fulfill their track requirements. The course learning objectives and
topic coverage are built on the ISACA Model Curriculum (3" Edition)

Learning objectives are:

Apply the core concepts of information systems auditing

Recognize legislation, rules and regulations related to information systems auditing.
Analyze the unique risks of information technology and related data.

Cover other topics recommended by the ISACA model curriculum.

Practice decision-making skills in a small group setting (short in-class cases).
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e Acquire experience with auditing software to detect fraud (IDEA) and test application controls in ac-
counting software (Sage 50)

e Develop written communication skills by writing audit reports for the computer assignments; written
communications are specifically evaluated in the written audit reports

The topics covered in this course are based on the Information Systems, Control and Audit Association’s
(ISACA) model curriculum. This class can help the student to prepare to sit for the Certified Information Sys-
tems Auditor (CISA) exam. The emphasis on written communication skills fulfills 1 semester hour of writing,
required by the Texas Society of CPAs to qualify to sit for the CPA exam.

Table 1, shown below, summarizes the information systems courses offered at the graduate level in
MIS and AIS program areas.

TABLE 1
Integrated Course Offerings and Where Taught

offered by Status Status
Courses (department) (within AIS) (within MIS)
Accounting Information Systems ~ Accounting Required Elective
ERP Systems MIS Elective Elective
System Analysis and Design MIS Elective Required
IT Audit and Security Accounting  Required Elective

As the reader can see, we employ a number of different software packages in our classes. To summa-
rize how we map our learning objectives into the ISACA Model Curriculum and/or the AICPA Competencies,
we present Table 2.
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TABLE 2

Mapping of Course Objectives to Various Professional Competencies/Model Curricula

Professional Com-

petency Learning Objective Course Applicability Software and How Used
AICPA Core Com-
petencies
Leverage Technology
and Risk Analysis
*Identify risks asso-
ciated with technolo- | Employ accounting systems software to assess controls and
gy/automated to create an accounting system AIS (chapters 6 and 7) Sage 50
business processes Create flowcharts to depict/evaluate business systems AIS (chapter 2) MS Visio
MIS capstone course MS Visio
Assignment in IT audit that evaluates a process and includes
flowcharts IT Audit (classes 3 and 4) MS Visio

* Access appropriate
databases to obtain
decision-

supporting infor-
mation

Work with advanced spreadsheet functions/database man-
agement system

AIS (chapters 12 and 13)

MS Excel, Access

*Assess the degree of
risk of technology
and automated

Understanding business processes to identify potential risk
exposures

IT Audit (class 2), AIS (chapter 7)

IDEA, Sage 50

business processes

and evaluate effectiveness of controls

IT Audit (classes 6 and 7)

IDEA, Sage 50

AIS (chapters 8-11)

Sage 50

ERP Systems class

SAP-ERP, SAP Bus ByDesign

MIS capstone course

HAWK open source system

Gain an Understand-
ing of Key Business
Terms, Facts,

and Processes

*Recognize com-
monly used infor-
mation architectures

Understand business processes (revenue, purchasing, inven-
tory, financial)

AIS (chapters 12 and 13)

MIS capstone course

HAWK open source system

*Recognize business
opportunities/risks
with e-commerce

Understand business processes (revenue, purchasing, inven-
tory, financial)

AIS (chapter 14)

Sage 50

ERP Systems class

SAP-ERP, SAP Bus ByDesign
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TABLE 2 (continued)

Professional Com-
petency

Learning Objective

Course Applicability

Software and How Used

ISACA Model Cur-
riculum Topics™

The Process of Audit-
ing Information
Systems Domain

Risk-Based IT Audit
Strategy

Risk-based IT audit strategy (i.e., risks unique to IT and
related data)

IT Audit (classes 8 and 11)

Specific Audit Plan-
ning Apply the core concepts of information systems auditing IT Audit (class 1)
Recognize legislation, rules and regulations related to infor-
IT Audit Standards mation systems auditing IT Audit (class 2)
Acquire experience in fraud detection techniques IT Audit (class 5) IDEA
Test controls specific to the IT environment IT Audit (classes 2, 4 and 8) IDEA, Sage 50
Audit Reporting,
Communications, Develop written communication skills by writing audit re-
and Follow Up ports for the IT Audit (throughout) IDEA, MS Word
computer assignments
Governance and
Management of IT
Domain
IT Governance Struc-
tures Understand the role of IT governance structures IT Audit (class 9)

IT Contracting Strat-
egies (e.g, Third
Party Services)

Discussion of SSAE # 16, SOC reports

IT Audit, AIS

Risk Management

Perform a fraud detection exercise using generalized audit-
ing software

AIS

IDEA

Discuss risk management practices

IT Audit (class 10)

IDEA

Business Continuity
Planning (BCP)

Discuss the importance of business continuity planning/
disaster recovery planning

IT Audit (class 12), AIS (chapter 7)

Discussion of data backup, storage, retention, and restoration
practices

IT Audit (class 12)

Information Systems
Acquisition, Develop-
ment

and Implementation
Domain

Business Case Development

MIS capstone course

HAWK open source system

IT Audit (class 8)

Project Management Practices

MIS capstone course

HAWK open source system

Project Management Practices

ERP Systems class

SAP Bus ByDesign

Project Reviews

MIS capstone course

HAWK open source system

Develop Project Controls

MIS capstone course

HAWK open source system

Information Systems Implementation/Migration

MIS capstone course

HAWK open source system

Post-Implementation Reviews

MIS capstone course

HAWK open source system

AIS (chapter 15)

**http://www.isaca.org/Knowledge-Center/Academia/Pages/Model-Curriculum-for-1S-Audit-and-Control-3rd-Edition.aspx
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TABLE 2 (continued)

Professional Com-
petency

Learning Objective

Course Applicability

Software and How Used

Assoc. for Infor-
mation Systems

Model Curricu-

lum™

Enterprise Models
(MSIS 2006.3)

Evaluate and Understand the role of processes in a competi-
tive environment

ERP Systems class

SAP-ERP, SAP Bus ByDesign

Understand how processes integrate the internal functions of
a firm

ERP Systems class

SAP-ERP, SAP Bus ByDesign

Recognize, model and use processes to achieve reporting and
compliance objectives

ERP Systems class

SAP-ERP, SAP Bus ByDesign

AIS, IT Audit

Understand the role of ERP, SCM, and CRM systems as
components of

ERP Systems class

SAP-ERP, SAP Bus ByDesign

enterprise architecture

AIS (chapter 11), IT Audit (class 7)

Understand the impact of automation on work practices,
collaboration

ERP Systems class

SAP Bus ByDesign

and knowledge management

Analysis, Modeling
and Design (MSIS
2006.2 and

Provide an understanding and application of system analysis
and design processes

MIS capstone class

HAWK open source system

MSIS 2006.7 )

IT Audit (class 8)

Evaluate and select system design methodologies

MIS capstone class

HAWK open source system

Apply information system design principles to design an
information system

MIS capstone class

HAWK open source system

Learn and apply concepts from SDLC, analysis, design
techniques

MIS capstone class

HAWK open source system

IT Audit (class 8)

Learn and apply concepts of process modeling and logical
data modeling

MIS capstone class

HAWK open source system

Learn and apply concepts of rapid application development
and object-oriented design

MIS capstone class

HAWK open source system

Learn and apply concepts of prototyping and visual develop-
ment

MIS capstone class

HAWK open source system

IT Audit (class 8)

***http://www.acm.org/education/education/curric_vols/MSIS%202006.pdf
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BACKGROUND

At our university, the Sage 50 academic accounting package is used in Accounting Information Sys-
tems (AIS) classes, taught in the accounting department. The IT Audit course is taught in the accounting de-
partment and makes use of both the Sage 50 software and the IDEA data analysis software. SAP Business
Suite and SAP Business ByDesign are used in ERP classes. An open source system called HAWK System is
used in teaching System Analysis and Design. Both the ERP and Systems Analysis and Design course are
taught in the MIS department. Our university cross-lists these courses so that they apply for various degree
plans, such as the MS Accounting Information Systems Track, and the MS MIS programs. The AIS course, the
ERP course and the Systems Analysis and Design course are taught at both the undergraduate and graduate
levels.

Use of an Accounting Software Package in the Classroom

In the AIS course, several software packages are included in the curriculum. This has both advantages
(e.g., exposure to several software packages with different missions such as flowcharting or spreadsheets) and
disadvantages (e.g., the students do not have an opportunity to learn advanced functions of those software
packages). For purposes of illustrating how an accounting system works, an accounting software package is
used to allow students to gain an understanding of how business processes must be integrated in order to pro-
vide reliable financial information. Although we use Sage 50, there are other possibilities, such as QuickBooks
or Microsoft Dynamics, which are available in educational versions for use in the classroom.

Why We Use Sage 50 in the AIS course

Although many small businesses in our area use Sage 50, our program uses Sage 50 in all of the AIS
courses for a number of reasons:

1. The educational version provides sample companies and has all controls turned off so that students can
perform all functions (e.g., setting up vendors)

2. The learning curve for Sage 50 is not as steep as some other accounting software packages, and the
graphical interface is fairly intuitive

3. There are several excellent teaching resources available that include explanations of how to set up com-
panies, process transactions, and generate reports. These resources also include projects setting up dif-
ferent types of businesses (e.g., Carol Yacht’s Sage 50 Complete A ccounting 2013, Aren, Ward, and
Henry’s Computerized A ccounting Using Sage Peachtree Complete A ccounting 2012, or Glen Owen’s
Using Peachtree Complete 2012 for Accounting). Our university uses a custom book built from Carol
Yacht’s Sage 50 Complete A ccounting 2014 (McGraw-Hill), which includes the educational version of
the software and chapters relevant to the assignments (cost: approximately $40 for a printed version of
the book with software, $35 for an e-book without the software).

4. The simple businesses set up in the projects provide students with the opportunity to “build” a system
from the ground up and understand the integration of the business processes to produce financial infor-
mation reports

How We Use Sage 50 in the AIS course

In the accounting program, all accounting students must take either the undergraduate or graduate AIS
course as part of their degree plan (BS, BS/MS, or MS plans). As part of the course curriculum, the students
complete two assignments in Sage 50. The first assignment is to set up either a simple retail merchandising
business (e.g., a bicycle shop) or a non-profit club (e.g., a computing club). This assignment requires that the
students do the following:
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e Set up a chart of accounts based on a sample company in the same industry, customizing it to fit the
needs of the assigned company

e Set up beginning balances for the balance sheet accounts

e Set up vendor, inventory, customer, and employee master files

e Post the transactions for one month (e.g., payroll, accounts receivables, accounts payables, etc.)
e (Generate financial statements (i.e., balance sheet, income statement, statement of cash flows)

e Reconcile the cash account balance with the bank statement

If desired, the instructor can also have the students generate the following reports/files:

e (General ledger master file

e Customer and vendor master files

e Inventory valuation reports

e Sales, purchases, cash disbursements, and/or cash receipts transaction files

e Payroll and/cost of goods sold transaction files

Once the students have built a simple accounting system and generated the financial reports, they are required
to test the application controls in Sage 50. The application control assignment (used in both the AIS and the IT
Audit courses with variations so they are not exactly the same assignment), has the students evaluate the appli-
cation controls within Sage 50 and write a report on their findings (adapted from Lehmann et al 2007). In the
AIS course, the students use the company system built in the first Sage 50 assignment to test the controls (or
lack thereof) for various transactions. The IT audit students are instructed to use a sample company provided
in the Sage 50 educational package (e.g., Bellwether Garden Supply). The students test various transactions of
their choosing and discuss the risk exposure implications if there are no controls in place. The application as-
signments used in AIS and in IT audit are included in Appendices Al and A2 (teaching notes available from
the authors); the rubrics for the assignments can be found requested from the authors.

As another example of control reviews, the students in the AIS class are also required to complete a
simple assignment written by one of the authors as an introduction to fraud detection/review of process con-
trols in the travel expense area using the IDEA data analytic software.”

How We Use Sage 50 in the IT Audit Course

In the IT audit course, we use two software packages: Sage 50 and IDEA. The students perform an ap-
plication controls assessment using the Sage 50 software as follows: the students choose a business process
and test transactions to see if the application controls are working. They test these transactions in a sample
company in the Sage 50 educational version (e.g., Bellwether Garden Supply). Based on their control weak-
ness findings, they prepare a final report discussing the risk exposure implications to management (refer to as-
signment in Appendix A2).

As far as cost for the software used in this course, the IDEA educational version of the software with
workbook costs the students approximately $40, and we use the same Sage 50 custom book and software that
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is used in the AIS course. Both Sage 50 and IDEA are loaded on the network at the university so that students
do not have to purchase the software unless they wish to work on their assignments off campus.

Use of ERP Software in the Classroom

The MS-MIS curriculum at our university is consistent with the MS-IS curriculum recommended by
the Association of Information systems (AIS) as described by Gorgone and Gray (2006). The curriculum con-
tains one ERP Systems course, which corresponds to the ERP Systems course (MS-IS 2006.2) in the MS-IS
curriculum. The objectives of this course are:

e To present the fundamental concepts and technology used to build and support ERP systems.
e To acquaint the student with role of integrated processes within business enterprises.

e To give students "hands on" opportunities to use current ERP system technologies.

e To prepare the students for future courses and future careers using integrated enterprise systems.

Two different SAP software products are used in the ERP Systems course at our university. SAP Business
Suite (Magal and Word, 2013), the traditional SAP-ERP product which has been used for decades by large
corporations, is used in the ERP Systems course and in the Software Applications in Auditing course. SAP
Business ByDesign (SAP-UCC, 2012) is used in the ERP Systems course and the introduction to Management
Information Systems course. Although SAP Business ByDesign has been extremely useful and will continue
to be used in the MIS curriculum, the authors do not recommend its adoption by any school which is not al-
ready using it.’

It should be noted that SAP Business Suite and SAP Business ByDesign are only available for class-
room use to members of the SAP University Alliance (http://scn.sap.com/community/uac). These packages
are hosted at SAP University Competence Centers (UCCs). SAP-UA members must pay an annual hosting fee
of $8,000 for the use of SAP Business Suite and $4,500 for the use of SAP Business ByDesign. This hosting
fee entitles SAP-UA member schools access to all developed curricula and all training materials provided by
SAP. Faculty or IT staff at SAP-UA member schools can install user interface modules, which facilitate inter-
action with the hosted software packages.

Within the ERP Systems course, both the traditional SAP-ERP product and the new Business
ByDesign product are used to demonstrate how integrated processes are handled within an enterprise manage-
ment environment. The specific processes demonstrated within the Introduction to ERP Systems course are:
personnel administration, marketing, sales, customer relationship management, purchasing, materials manage-
ment, product management, project management, managerial accounting, financial accounting and business
analytics.

Within the Introduction to ERP Systems course, the Global Bikes 2.0 case is used as the business envi-
ronment for the traditional SAP-ERP software and a modified version of the SAP University Alliance basic
curriculum is used to support the teaching activities. The syllabus for the Introduction to ERP course, contain-
ing references to the SAP-UA curricula is provided in Appendix D1.

The pedagogical method used is to introduce general concepts first. This introduction includes a slide
presentation which combines definitions and concepts with a few screen shots showing how a particular pro-
cess is handled in the software packages. This presentation is followed by demonstrations of the business pro-
cesses being handled. After the demonstrations, students complete a three-part assignment.
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In the first part of the assignment, students are required to describe (“in their own words”) the basic
business process using the definitions and concepts presented in the introductory material. In the second part
of the assignment, students are required to demonstrate how a particular example of the process works using
Business ByDesign and the Almika case. In the third part of the assignment, students are required to demon-
strate how a particular example of the process works using traditional SAP-ERP and the Global Bikes case.
An example of an assignment in the ERP Systems course is included in Appendix D. This pedagogical process
is repeated during 14 sessions within the semester, with a different topic or sub-process covered in each ses-
sion (refer to Appendix C1 for the topic coverage).

Small universities with limited budgets and limited faculty resources might have to limit exposure of-
fered in ERP systems to a single course while universities with larger budgets and greater faculty resources
might be able to afford several courses and a variety of experiences using ERP tools. After learning how ERP
systems work from a user’s point of view, additional course work would provide experience in configuring
ERP applications and using additional system features to implement system controls. The SAP-UA provides
curricula (SAP-UCC 2012) designed to support the teaching of controls in ERP systems (refer to Appendix C1
for diagram). The Classic Rockers case (Daigle et al 2011) is very well suited to teaching students how appli-
cations are configured and how controls are implemented within ERP systems.

Use of Open Source Software in the Classroom

While proprietary software such as Sage 50 and the two versions of SAP systems serve important func-
tions in many classes, such software is of limited use in teaching Systems Analysis and Design (SAD). The
structure of the software and the structure of the underlying data are hidden from the user in almost every pro-
prietary accounting software package. SAP allows trained faculty members to configure SAP-ERP client in-
stallations to modify the content of master data tables and make these tables available to students, but the basic
structure of the underlying database cannot be changed. This is understandable from a security perspective, but
severely limiting from a pedagogical perspective. Students must learn to evaluate different structural alterna-
tives for system design and different alternatives for the data structure, which supports the system design. Be-
cause students cannot experiment with the basic data structure used in proprietary accounting software packag-
es, open source systems are attractive alternative.

The primary software package used in the SAD class is an open source system called HAWK. The
HAWK system is used to demonstrate the principles of system design and system development and to provide
a platform that can be used to develop specific information system applications. In addition to the HAWK sys-
tem, examples are presented to the class using existing software packages (Sage 50, SAP Business ByDesign
and SAP-ERP). Each semester, a different case is presented to the students taking this course. The case de-
scribes different applications that do not work well within a particular company. The SAD class members are
put on teams to solve the problems represented within the case. Each team has a particular application to de-
velop within the overall system. Because each team must work on different parts of the same overall problem
and work within a common environment and infrastructure, communication and collaboration are essential.
Equally essential is the understanding of the common system design structure and the data structure which
supports the system design. In an open source system, this information can be demonstrated and made availa-
ble to application teams to work with and even modify (at their own peril). Appendix E1 shows the semester
project requirements. Appendix E2 shows an example of an assignment in SAD requiring an analysis of con-
trols.

Having an open source system allows the instructor to replace certain parts of the system with non-
working components while maintaining the integrity of the rest of the system. The instructor can vary the con-
tent of the underlying case and the selective replacement of specific application components and infrastructure
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components each semester. Replacement of components is not allowed within most proprietary software sys-
tems.

The authors have found that using an open source system to develop a project in the capstone MIS
class is viewed by students as an effective method of learning. Not as many accounting students take the
course—however, anecdotal comments indicate that accounting students are extremely apprehensive about the
course, but become more enthusiastic as the course proceeds. They realize that they have excellent access to
technically advanced student team members; they also are surprised at how well their accounting and business
knowledge is appreciated by their technically proficient teammates. We suggest that accounting students can
benefit from the Systems Analysis and Design (SAD) course, and should be encouraged to enroll. While the
AIS course introduces relational database design and illustrates the normalization process (using Microsoft Ac-
cess), the SAD course takes these concepts a step further by allowing students to use “semi-real” data to design
and build a database from scratch.

DEMONSTRATING CONTROL ISSUES WITH SAGE 50 (PEACHTREE), SAP, and OPEN SOURCE
SYSTEMS

Addressing Essential Controls in Systems

As a result of the Sarbanes-Oxley Act of 2002 (SOX), auditors are required to evaluate entity-level
controls for their clients. Entity-level controls are controls that permeate the entire organization (as opposed to
being relevant to a specific business process), eventually affecting the information in financial reports. These
controls are referred to as “ICFRs” or “internal controls over financial reporting” and encompass an enormous
amount of management and audit resources. While there are many controls that an organization should have in
place to maintain good ICFRs, we focus on just five of those essential controls. Specifically, we will illustrate
how these controls apply to the purchasing or procurement process, as this process is the one that varies least
between different types of organizations (Heagy et al, 2013). The five that we have chosen to discuss are:

1) User authentication and enforcement of user permissions,
2) Segregation of duties,

3) Validation of input data

4) Maintenance of master files,

5) Transaction sequencing and processing controls

Note that these controls should be found in all business processes of an organization, but we will focus on their
application in a generic purchasing process.

1. User Authentication and Enforcement of User Permissions

Enforcement of user permissions is critical to establishing system integrity. User permissions are used
to determine which users can access various system resources. User authentication/enforcement of user rights
in the purchasing process would include controls such as allowing only those with authorization authority to

prepare or approve purchase orders. Preparing a purchase order would require a user log in and password at a
minimum to authenticate the preparer.

User authentication and enforcement of user permissions in Sage 50 Accounting

The educational version of Sage 50 purposely has all controls turned off to allow students to get a
“feel” for how the software works. By default, students are allowed to do everything in the software. Sage

AIS Educator Journal-Volume 10 (2015) Page 56

$S900E 981) BIA §1-90-GZ0Z 1& /woo Alojoeignd-pold-swiid-yewssiem-1pd-awiid//:sdiy woll papeojumoc]



50’s user security can be set up in the Navigation Center. This feature allows an administrator (once an admin-
istrator is set up) to establish the type of access allowed for each user that is set up to use the system. For ex-
ample, the administrator can limit the access of a purchasing agent by setting up a user ID and password
(which must be used every time that individual logs on to Sage 50). Access can be “full”, “no”, or the adminis-
trator can specify the subareas (e.g., maintenance, recording transactions, or reporting) to which the user has
access.

User authentication and enforcement of user permissions in SAP Business Software

When SAP Business Suite is provided through the SAP University Alliance Program, separate user IDs
and passwords are provided for each student who will be using the software. Unless extraordinary measures
are taken by the faculty member teaching the course, the same set of permissions is recorded for each of the
users. Each user is provided with his or her own set of data to use within the client framework supplied and
supported by SAP University Alliance. It is possible to provide customized permissions for different students,
but this degree of specialization is usually reserved for advanced courses.

User authentication and enforcement of user permissions in Open Source software

Open Source software can be configured in whatever manner fits the needs of the instructor. A com-
mon way is to create position-sensitive user identifications and passwords, and allow students to log in under
different user identities for different situations. This allows students who are working in one application area
to be isolated from students who are working on other application areas. It also allows students to see that per-
missions can be implemented by application area as well as authority level.

2. Segregation of duties

Segregation of duties would include separating the authorization (e.g., authorizing a purchase requisition), re-
cording (e.g. the preparation of a purchase order), and the custody of the related asset (e.g., receipt of pur-
chased items from a vendor). In addition, the handling of the payment of invoices should be separated from the
other purchasing functions.

Segregation of Duties in Sage 50 Accounting

Sage 50 permits access specifications that allow/require different individuals (previously added as us-
ers by the administrator) to “touch” different areas of a process. For example, the administrator can set up lim-
ited access in the customer area so that different individuals will record vendor transactions and write disburse-
ment checks. The audit trail function in the software allows a supervisor or auditor to track the historical rec-
ord of financial data to show, for example, that User 1 added a new vendor record, and User 2 modified that
record. The audit trail feature allows a supervisor to analyze activity related to records and transactions (e.g.,
adding vendors or employees), miscellaneous actions (e.g., reconciling accounts) and system functions (e.g.,
closing the fiscal year).

In order for segregation of duties to be enforced in the educational environment, an administrator and
the users must be set up by the instructor. At our university, we generally give the students total access to the
software to illustrate how vulnerable a system is without controls in place to protect master files and monitor/
validate payments and receipts. This means that anyone can add a vendor to the master file, make a purchase,
and issue a check to any vendor without being stopped by the system.

Segregation of Duties in SAP Business Software

When instructors use SAP Business Suite in a hosted environment (through SAP University Alliance),
a number of user IDs and passwords are provided to the instructor. In the basic “Global Bikes” client plat-
form, each user ID is connected to its own set of data tables. The initial roles and permissions allocated to
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each user ID are identical by default. In this platform, it is difficult for instructors to change the permissions
assigned to user groups and to change permissions associated with each individual user ID. For this reason,
the normal Global Bikes platform provided to instructors by SAP University Alliance for the traditional SAP
Business Suite is well suited to an introductory course and not as well suited to teaching segregation of duties.

Certain client platforms have been developed to overcome this limitation. The Fly-a-Kite platform was
designed to provide more flexibility in establishing and enforcing accounting controls. Additional enhance-
ments in accounting controls were added when the Fly-a-Kite platform was upgraded and evolved into the
Classic Rockers platform. Information about the Classic Rockers platform can be found on the SAP Universi-
ty Alliance Educational materials portal (Daigle, Quarles, and Fawzi, 2011).

Segregation of Duties in Open Source software

Open Source software can be configured to create position-sensitive user identifications and passwords.
Using this type of implementation, students are able to log in under different user identities for different situa-
tions. This allows students to see that permissions which are available in one application area may not allow
the user to access resources in a different application area. Students also see that permissions which are availa-
ble at a particular authority level are different from permissions which are available at higher or lower authori-
ty levels within the same application area.

3) Validation of input data

The validation of input data would include controls such as only allowing purchases from a qualified
vendor (that is set up in the master file) or making sure order amounts and part numbers are valid.

Validation of Input Data in Sage 50 Accounting

The educational version of Sage 50 allows the user to input nonsense data such as a payroll check for
600 hours, since the controls are turned off. Even with the controls turned off, however, the software might
prompt the user to double-check their input. For example, if a user tries to make a purchase from a vendor not
on the vendor master file, they will receive a message stating that the vendor has not yet been set up. There is
an option on the error screen to add that vendor to the master file, and by clicking on that option, the user is
sent to the vendor set up function. As another example related to sales of inventory, a user entering a sale of
items that exceeds the items available will be allowed to post the sale that unless a control is put in place to
stop the transaction (or generate a report of the error).

Validation of Input Data in SAP Business software

SAP Business Suite and SAP business ByDesign are proprietary business software products. These
products must meet very strict standards of data integrity. Part of the process of providing data integrity is to
provide validation of all input data entered by users of these systems. Instructors can assign students the task
of testing these systems by trying to enter invalid data. In an introductory ERP systems course, the instructor
can point out that these systems will reject invalid data. In advanced courses, well-trained instructors might be
able to disclose the particular mechanisms used to screen the data.

Validation of Input Data in Open Source software

The amount of data validation to be included in open source software is entirely up to the person who
implements the software. Since data validation is an important topic in MIS classes as well as AIS classes,
students should be exposed to form level validation as well as design level validation. For forms level valida-
tion, specific validation tools should be applied to data entry objects such as TextBoxes and ListBoxes. This,
however, only covers part of the problem. Data enters a system when files are read and when databases are
queried. To assure that invalid data does not enter through these events, additional validation procedures
should be applied. MIS programming courses emphasize Object-Oriented Design and Object-Oriented Pro-
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gramming techniques. When an object is constructed, Properties are used to handle input and output of each
member of the object. The Properties are defined for the class from which the object is instantiated. For a
member named _cost, the Property might look like this:

public decimal Cost
{ get{ return _cost; }
set { if (value < _minimum_Allowed)
{ ProcessError(1,value,_minimum_Allowed); return; }
if (value > _maximum_Allowed)
{ ProcessError(2,value,_maximum_Allowed); return; }
/Il otherwise, accept the input value
_cost = value;

}
}

The values for minimum_Allowed and maximum Allowed would have to be defined as configuration pa-
rameters for the program. Open source systems allow unlimited flexibility in defining and applying object
property validation as a screening tool. The use of such tools provides excellent opportunities to teach stu-
dents the importance of data validation.

4) Maintenance of master files,

Vendor master file maintenance should be tightly controlled, so that any additions or deletions of records, for
example, result in a review because a report has been generated and received by someone other than the person
making the change.

Maintenance of Master Files in Sage 50 Accounting

As with other functions in the educational version of Sage 50, file maintenance (i.e., adding/deleting
records) in master files can be done by any user of the software. If proper access controls are set up by the ad-
ministrator, this will limit who can do file maintenance on master files. For example, the individual who adds
new vendors to the vendor master file could be prohibited from posting purchase transactions by the access
rights set up by the administrator.

Maintenance of Master Files in SAP Accounting software

Master files are essential in maintaining the integrity of an accounting system. Master files are created
when a new company is defined. Data is entered through a tightly controlled configuration process or up-
loaded from a “trusted” source. When an instructor obtains a client such as Global Bikes from SAP Universi-
ty master files have already been created. Changes to those files can only be accomplished by using features
provided by the hosting center. Students can view the contents of these files as part of various pre-defined pro-
cesses. Making changes to these files requires special permissions and procedures. When these permissions
are granted subject to restrictions mentioned under segregation duties students can add records to master files
and change characteristics of customers and vendors by modifying fields within the master records. A good
example of this can be introduced at the beginning of the course where students are “hired” by Global Bikes
and Almika and must enter personal information for contact and payment purposes.

Maintenance of Master Files in Open Source software

In open source software, the persons who implement the system create master files. The specific
mechanisms used to create and maintain master files can be provided to students or hidden from students at the
discretion of the implementers. While it might be very instructive to allow students to directly access master
files, it is also quite dangerous to do so. Course instructors and system implementers must decide whether the
learning obtained from direct access is justified by the risk of system corruption. Most students access master
files indirectly by calling external data access procedures such as GetList() and GetTable(). A few highly
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qualified students may be given permission to directly access master files and provide data access procedures
for application teams. The instructors and implementers make these decisions.

5) Transaction sequencing and processing controls

Examples of transaction sequencing and processing controls include automatic sequential numbering of pur-
chase orders entered into the purchase order open file, and batch controls to make sure that all purchasing
transactions entered into the system are either processed or end up on an exception listing (i.e., no transactions
are dropped or processed twice).

Transaction sequencing and processing controls in Sage 50 Accounting

In the educational (and professional) versions of Sage 50, the sequencing of transactions is done auto-
matically (e.g., check numbers are issued sequentially). However, without controls an individual can set the
starting sequence number anywhere and in some cases, can issue a purchase order number more than once.

Transaction sequencing and processing controls in SAP Accounting systems

Sequencing of documents such as purchase orders and invoices enables auditors to perform missing
documents checks easily. All commercial accounting systems have some provisions for document control
which identifies missing documents. In SAP Business, documents numbers are assigned sequentially in pro-
tected automatic processes to avoid possible manipulation and corruption. The automatic sequencing prevents
duplicate document numbers and also prevents gaps in the numbering system which would provide opportuni-
ties to create counterfeit documents. SAP Business Suite provides “document flow” capability which allows
users to see the relationships between documents created within automated procedures. Figure 1 below shows
a simple document flow from a purchasing process in SAP Business Suite.

It is possible to use SAP systems to demonstrate the consequences of automatic sequential assignment.
It is usually unnecessary to explain how this sequencing is accomplished. Similarly, it is instructive to show

that fields which show account balances cannot be edited, and not necessary to show how this is accomplished.
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FIGURE 1
Document Flow in SAP Business Suite

Both SAP Business Suite provides “document flow” capability allowing users to see the relationships between
documents created within automated procedures. The figure below shows a simple document flow from a pur-
chasing process in SAP Business Suite.
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Transaction sequencing and processing controls in Open Source systems

In open source systems, it is important to maintain proper sequencing of documents from a practical as
well as a control point of view. Duplicate document numbers create confusion and corruptive errors in any
system. While it is usually not necessary to show how duplicate numbers are avoided in a commercial ac-
counting system, it might be useful to show members of a system design class how to accomplish this im-
portant feature. A simple function called Last Number Assigned can be connected to any file which requires
automatic sequencing.

When documents are created, this function is called automatically by the module creating the docu-
ment. When a document is created from another document (delivery document created from a purchase order
document) relevant information from the source document is automatically copied from the source document
to the document being created. This means that vendor numbers, product codes, unit costs and other infor-
mation used to create the purchase order is used by default in the internal version of the delivery document.

As this information is compared to the vendor’s (external) copy of the delivery document and to the inspection
report for materials actually delivered, discrepancies can be documented and corrected. For account value pro-
tection, setting the ReadOnly property to ‘true’ for any field or object that displays account balances is a sim-
ple way to provide this important feature.

Refer to Table 3, which provides a summary of the control issues we discussed and how instructors can use
software to address the control issue.*
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TABLE 3

Summarization of the Controls Evaluated in the Courses

by administrator

*flexible role set

up by course admin.

*control via menus,

transaction codes

Sage 50 SAP SAP Open Source
Control Issue (educational version) Business by Design Business Suite (Hawk)
User Authentication
and Authorization *all controls "off" *role-specific user *user-specific *instructor

unless customized IDs (e.g. SALESO1) data area developed

(position-sensitive)

Segregation of Duties

*all controls "off" unless

customized by

administrator

*1f audit trail enabled,
will track changes made;

must be set up by admin

*manager and clerk

users; permission by

work area

*instructor can

manipulate

*audit trail

*all users have
same functionality,
but have their own

data area
*can explore
segregation of duties

but cannot manipulate

*audit trail

*determined by

course admin.

*implemented by

user ID

*audit trail
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TABLE 3 (continued)

Control Issue

Sage 50

(educational version)

SAP

Business by Design

SAP

Business Suite

Open Source
(Hawk)

Validation of Input Data

*will ask if user is sure
they want to enter data

such as paying an emp-

loyee for 600 hours of work
in a week, but user can

continue by clicking "OK"

*strict standards of
data integrity will

not allow invalid

data to be entered

*strict standards of
data integrity will

not allow invalid

data to be entered

*error and help

messages available

to demonstrate controls

*data validation up
to designer of the

program

*use text boxes and

list boxes at a minimum

*properties used with

object-oriented design

Maintenance of Master
Files

*controls are "off" unless
activated by administrator;
can restrict who adds,

deletes, changes records

*controlled by con-
figuration process or
uploaded from

"trusted source"

*SAP Academic
Alliance provides
master files, changes
controlled by hosting

center features

*controlled by con-
figuration process or
uploaded from

"trusted source"

*SAP Academic
Alliance provides
master files, changes
controlled by hosting

center features

*determined by
designer, who can
allow or not allow

changes by users

*mechanisms can
be visible or hidden

to users
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CONCLUSIONS AND SUGGESTIONS FOR CONTINUING COLLABORATION IN
THE FUTURE

Different courses have different learning objectives and these objectives often dictate the type of soft-
ware chosen for the course. Although different software systems have specific characteristics that make them
attractive to particular types of courses, instructor discretion determines which software packages are most ef-
fective for their program. We include our software selections to illustrate a method for integrating AIS and
MIS. We describe how our university has worked to integrate our accounting and MIS programs more effec-
tively by encouraging instructors to work together to teach our students the skills they need to be successful in
their chosen careers. Our university is relatively small, so we strive to give our graduates any advantages we
can so they can compete effectively in a job market that recruits IT professionals and auditors from larger uni-
versities.

In our university, the collaboration between the AIS and MIS programs started out informally. Discussion be-
tween faculty members eventually led to the MIS “track™ in the accounting program, which allowed account-
ing students to “specialize” in MIS. In addition, one of the authors pursued an opportunity for our university to
be part of the SAP Academic Alliance, which allowed us to add an Introduction to ERP course to the curricu-
lum. Our students have choices that allow them to gather skills in IT audit, database and system design (an il-
lustration of our Accounting—MIS Track program is included as Appendix F). Historically, AIS and IT audit
courses emphasize the nature of business processes and the importance of system controls. Proprietary ac-
counting packages such as Sage 50 meet the basic needs of AIS courses at minimal cost and minimal instructor
preparation. Other software packages, such as QuickBooks or Microsoft Dynamics are other options for illus-
trating accounting systems.’ Publishers of accounting textbooks provide instructional materials and discounted
access to software for students and instructional support for faculty members. SAP software can be used ef-
fectively in AIS courses (Jones, 2012), but the amount of instructor training and preparation work can make
this “cost-prohibitive” in terms of time and learning curve. Similarly, open source software can add significant
insights about program structures, data structures and security processes, but the significant time and resources
required for instructor training and preparation work might not make this option attractive to many AIS in-
structors. This is where collaboration with the MIS program and/or an MIS “track™ in the accounting program
(with cross-listed courses) can help provide the next level of skills for the students by letting them delve more
deeply into systems design and implementation.

To illustrate how ERP systems permeate all business processes in an organization, ERP software ven-
dors such as SAP provide hosted versions of their software products which are affordable and relatively easy
to use. In some cases, these vendors provide repositories of curricular material. Curricular material for Global
Bikes (Magal et al 2011) and Classic Rockers (Daigle et al 2011) are also useful tools to help students under-
stand ERP systems. Although non-ERP accounting packages and open source systems do not provide the com-
plete range of ERP services that are offered by extensive ERP software products, these packages can provide
specific insights into specific areas, by allowing students to build systems from scratch and to demonstrate the
importance of designing controls into an accounting system. Open source systems reveal the mechanics used
to set up proper authorization/access controls, maintain segregation of duties, properly sequence transactions,
control the file maintenance function, and validate data entries (among other control activities). While proprie-
tary accounting packages and ERP systems can be used as models to show effective user interfaces and report
formats, they can also teach students how the system validates the results of business processes developed
within the open source system.

Our experience with collaboration across the curriculum (which is still evolving) suggests accounting
students can significantly contribute in the definition of control requirements for S.A.D. projects. MIS profes-
sors can add explanations and examples of program structures and data structures used in accounting systems.
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Those with training in ERP systems can add valuable perspective in discussions of scalability, multiple curren-
cies and conversion of measuring units. When professors collaborate across department boundaries, scarce
resources are used more effectively, and the students graduate with the skill set combination necessary to be
successful in their chosen careers. Our accounting advisory board has been supportive of the need to combine
the skills of accounting and MIS as the accounting and MIS/IT professions sometimes overlap. We have
found that a benefit of the AIS course is the introduction to the concept of risk assessment, internal control
evaluation, and relational database design. Students who pursue the MIS track can then pursue a hands-on ap-
proach to understanding these concepts in the context of the IT Audit and the Systems Analysis and Design
courses. While the introductory MIS course brings the technical skills and security awareness issues to the stu-
dents’ attention, we suggest these concepts are enhanced and developed in the IT Audit and Introduction to
ERP courses. Collaboration across curricula reinforces the importance of an understanding of risk management
and internal controls, which benefit both those graduates who pursue a career in IT security and those who
pursue a career in IT auditing.
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Endnotes

'This software package, formerly known as Peachtree, will be referred to as “Sage 50" throughout this docu-
ment.

?Assignment and teaching notes available from the authors.

*We will, however, include in our appendices and tables illustrations of our use of Business ByDesign in our
classes for those schools already using Business ByDesign.

*Our thanks to an anonymous reviewer for this suggestion.

*We considered Dynamics for the IT Audit and AIS courses at one point, but the learning curve was a little
steep when using the software for just one or two assignments, respectively.
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